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SYSTEMS AND METHODS FOR TIME-BIN
QUANTUM SESSION AUTHENTICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 16/933,362, filed Jul. 20, 2020, which 1s a continuation

of U.S. application Ser. No. 16/1035,124, filed Aug. 20, 2018,
and which 1ssued as U.S. Pat. No. 10,855,453. The entire
contents of both applications are incorporated herein by
reference.

TECHNOLOGICAL FIELD

Example embodiments of the present disclosure relate
generally to session authentication and, more particularly, to
systems and methods for quantum session authentication.

BACKGROUND

Session authentication may describe various techniques
for securing electronic communications between two com-
puting devices, such as a server device and a client device,
using a unique session key (e.g., a session identifier (I1D)).
Selecting a session key that cannot be guessed 1s thus an
important element ol preventing attacks whereby a perpe-
trator derives the session key and then uses 1t to intercept
communications by tapping into the communication path
between the server device and the client device. This secu-
rity concern 1s amplified 1n high volume session authenti-
cation systems designed to authenticate multiple sessions
between multiple computing devices, such as multiple
server devices and multiple client devices, at any given time.

Generating session IDs to be used 1n session authentica-
tion often relies upon the use of pseudo-random number
generation. While often referred to as “random number
generation,” 1n truth 1t has historically been difficult to
generate truly random numbers, and tools for “random”™
number generation have usually employed procedures
whose outputs can be reproduced if certain underlying
inputs are known. And while historically such pseudo-
random number generation has been suilicient to generate
session IDs that prevent malicious access, methods relying
upon pseudo-random number generation are becoming
increasingly susceptible to attack as the availability of
computing power has increased. If a perpetrator has access
to a user’s device or information related to a user’s session
such as the user’s access time, there are now often sufficient
computing resources for a malicious attacker to perform a
brute force attack exploiting the patterns inherent 1n tradi-
tional pseudo-random number generation techniques. In this
way, a user’s session may be compromised by an attacker
who 1s able to replicate the user’s session key. As alluded to
above, this vulnerability has emerged by virtue of the new
technical problems posed by the growing computing
resources available today, because perpetrators have a
greater ability to determine the method by which a session
key 1s pseudo-randomly generated, replicate the method to
generate the same session key, and then break into a user’s
SESS101.

BRIEF SUMMARY

Systems, apparatuses, methods, and computer program
products are disclosed herein for time-bin quantum session
authentication. The session authentication system provided
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2

herein solves the above problems by generating and mea-
suring time-bin quantum bits (qubaits) using different Mach-

Zehnder interferometers (MZIs) in order to inject true ran-
domness 1nto the process for generating session keys or
seeds for a pseudorandom number generation process used
to establish secure sessions at multiple session authentica-
tion system server devices.

In one example embodiment, a system 1s provided for
session authentication. The system may comprise decoding,
circuitry configured to determine a set of optical path lengths
to use for measurement. The decoding circuitry may be
further configured to receive a set of time-bin qubits and
measure, based on the determined set of optical path lengths,
the set of time-bin qubits to generate a measured set of
time-bin qubits. The system may further comprise session
authentication circuitry configured to generate a session key
based on the measured set of time-bin qubits.

In another example embodiment, an apparatus 1s provided
for session authentication. The apparatus may comprise
decoding circuitry configured to determine a set of optical
path lengths to use for measurement. The decoding circuitry
may be turther configured to receive a set of time-bin qubits
and measure, based on the determined set of optical path
lengths, the set of time-bin qubits to generate a measured set
of time-bin qubits. The apparatus may further comprise
session authentication circuitry configured to generate a
session key based on the measured set of time-bin qubats.

In another example embodiment, a method 1s provided for
session authentication. The method may comprise determin-
ing, by decoding circuitry, a set of optical path lengths to use
for measurement. The method may further comprise receiv-
ing, by the decoding circuitry, a set of time-bin qubits. The
method may further comprise measuring, by the decoding
circuitry and based on the determined set of optical path
lengths, the set of time-bin qubits to generate a measured set
of time-bin qubits. The method may further comprise gen-
erating, by session authentication circuitry, a session key
based on the measured set of time-bin qubits.

In another example embodiment, a computer program
product 1s provided for session authentication. The computer
program product comprises at least one non-transitory com-
puter-readable storage medium storing program instructions
that, when executed, may cause an apparatus to determine a
set of optical path lengths to use for measurement. The
program 1nstructions, when executed, may further cause the
apparatus to receive a set ol time-bin qubits. The program
instructions, when executed, may further cause the apparatus
to measure, based on the determined set of optical path
lengths, the set of time-bin qubits to generate a measured set
of time-bin qubits. The program instructions, when
executed, may further cause the apparatus to generate a
session key based on the measured set of time-bin qubits.

The foregoing brief summary 1s provided merely for
purposes of summarizing some example embodiments 1llus-
trating some aspects of the present disclosure. Accordingly,
it will be appreciated that the above-described embodiments
are merely examples and should not be construed to narrow
the scope of the present disclosure 1n any way. It will be
appreciated that the scope of the present disclosure encom-
passes many potential embodiments in addition to those
summarized herein, some of which will be described 1n
turther detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are not necessarily
drawn to scale, illustrate embodiments and features of the
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present disclosure. Together with the specification, including
the brief summary above and the detailed description below,

the accompanying drawings serve to explain the embodi-
ments and features of the present disclosure. The compo-
nents 1llustrated 1n the drawings represent components that
may or may not be present in various embodiments or
features of the disclosure described herein. Accordingly,
some embodiments or features of the present disclosure may
include fewer or more components than those shown in the
drawings while not departing from the scope of the disclo-
sure.

FIGS. 1A, 1B, 1C, 1D, and 1F illustrate system diagrams
of sets of devices that may be involved 1n some example
embodiments described herein;

FIGS. 2A, 2B, 2C, 2D, 2E, and 2F illustrate schematic
block diagrams of example circuitry that may perform
various operations 1n accordance with some example
embodiments described herein;

FIG. 3 illustrates example sets of time-bin qubits in
accordance with some example embodiments described
herein;

FIG. 4 1illustrates example sets of time-bin qubits in
accordance with some example embodiments described
herein; and

FIG. 5 illustrates an example flowchart for time-bin
quantum session authentication 1n accordance with some
example embodiments described herein.

DETAILED DESCRIPTION

Some embodiments of the present disclosure will now be
described more fully hereinafter with reference to the
accompanying figures, in which some, but not all embodi-
ments of the disclosures are shown. Indeed, these disclo-
sures may be embodied 1n many different forms and should
not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this
disclosure will satisty applicable legal requirements. Like
numbers refer to like elements throughout.

Overview

As noted above, methods, apparatuses, systems, and com-
puter program products are described herein that provide for
time-bin session authentication. Traditionally, 1t has been
very diflicult to select or generate a robust session key or 1D
(c.g., a unique number that 1s unlikely to be guessed or
deciphered by a third party). In addition, there 1s typically no
way to prove that the session ID i1s unattainable by a third
party perpetrator. In an attempt to transmit session IDs that
are unattainable by a perpetrator, quantum key distribution
(QKD) systems have been developed. In general terms,
QKD systems exchange keys between two parties 1n a
secure way that cannot be guessed. For instance, a one-time-
pad quantum key exchange 1s impenetrable because a poten-
t1al perpetrator eavesdropping on the transmission of a set of
time-bin qubits representing a key will necessarily induce
errors 1n the set of time-bin qubits due to quantum uncer-
tainty, alerting the two parties to the attempted eavesdrop-
ping.

In contrast to these conventional QKD systems for trans-
mitting secret keys securely, the present disclosure relates to
a mechanism for generating unique keys 1n the first place. To
do this, a session authentication system encodes and decodes
a set of quantum qubaits (e.g., qubits) using Mach-Zehnder
interferometry in order to generate a random number used to
generate a session key or a random seed (e.g., a set of qubits
that 1s randomized due to quantum eflects such as the
principle of quantum uncertainty) for pseudorandom num-
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ber generation used to establish a secure session. A quantum
bit or a qubit may be represented by any two-state quantum
attribute. When a qubit 1s encoded into a time-bin qubait
using a first MZI and measured using a second MZI having
the same characteristics, the original time-bin qubit 1s rec-
reated. Generation of time-bin qubits may be accomplished
by determination and temperature-stabilization of the optical
path lengths of the two optical paths. For example, the state
/0> may be assigned to the first arriving wave and the state
|1> to the later arriving wave such that the time-bin qubait
encoder described herein may encode qubits based on the
two states.

However, the nature of quantum uncertainty and the

indeterminacy of quantum states establishes that decoding
the time-bin qubit using a second MZI with characteristics
that are diflerent from the first MZI will generate a qubait that
has some probability of being different than the original
qubit. As such, by ensuring that different MZIs are used
when encoding and decoding at least some of the set of
time-bin qubits 1n a transmission, the session authentication
system disclosed herein introduces random errors in the
measured time-bin qubits based on quantum uncertainty and
the indeterminacy of these quantum states. These random
errors can then prevent the reproduction of session keys by
malicious attackers.
The present disclosure thus provides improved session
authentication techniques by encoding and decoding qubits
using time-bin encoding and decoding 1n order to randomly
generate a number that may be used to generate a session
key or that may comprise a random seed for pseudorandom
number generation used to establish a secure session. In one
illustrative example, the present disclosure provides for
encoding, by a single-photon laser device in conjunction
with a first MZI, a sequence of bits that i1s then used to
generate a set of time-bin qubits. Using decoherency of the
time-bin quantum states, the decoded bins have inherent
randomness. In some instances, the present disclosure pro-
vides for generating, by the qubit decoder (e.g., an MZI
having different specifications than the MZI used to encode
the time-bin qubits), a sequence of random bits will thus not
match the encoded sequence of time-bin qubits, and which
will thus 1ntroduce random errors in the set of decoded bits
based on quantum uncertainty.

The present disclosure then provides for a session authen-
tication system server device that uses the sequence of
random bits as a random number to generate a session key
or as a seed for pseudorandom number generation 1n session
authentication. In some embodiments, the session authenti-
cation system server device generates a session 1D that 1s
truly random based on the generated random number. In
some embodiments, the session authentication system server
device uses this random number to generate a seed for
pseudo-random number generation (PRNG) that 1s com-
pletely unknown.

According to the quantum indeterminacy of the states,
cach decoded time-bin qubit has a probability (e.g., a fifty
percent chance) of measuring the time-bin qubit that was
originally encoded. As a result, presuming that at least a
portion of the time-bin qubit pattern generated by the
time-bin qubit decoder 1s decoded with decoherency, the
resulting set of time-bin qubits 1s inherently random and
may be used as a random number for any purpose (e.g., as
a session ID or a seed for PRNG). The random number
cannot be reproduced by any perpetrator due to the proba-
bilistic eflects of quantum uncertainty, even 1f the perpetra-
tor knows the original time-bin qubits that were transmaitted.
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In some embodiments, the present disclosure provides for
a laser device that 1s connected to many servers through a
network of PM fibers and PM switches. Each server may
comprise 1ntegrated optical recerver circuitry to receive and
measure time-bin qubits. In one example implementation, an
all optical PM switch may connect the laser device to sixteen
servers. The connection may be modulated with fast modu-
lation of the PM switch going to one server at a time. The
laser device may also be connected through multiple PM
switches via PM fiber to support a larger number of servers.
For example, a laser device may be coupled to 256 servers
through two layers of 1x16 PM switches.

In one 1llustrative example, the laser device may generate
qubits using the horizontal and vertical polarization states as
one quantum basis and the two circular photon polarization
states (which are linear combinations of the vertical and
horizontal photon polarization states) as another quantum
basis. These qubits are then sent from the laser device,
through the PM switch, to a server. The server may have no
network communication with the laser device and, as such,
may not know the quantum basis or bases 1n which these
qubits were encoded. Accordingly, the server may use 1ts
own quantum basis (e.g., a pseudo-random quantum basis)
to measure these qubits. For example, the server might
measure every photon in the quantum basis of vertical and
horizontal polarization state. Each time the server uses the
wrong quantum basis to measure the photon polarization
state, the server has a probability (e.g., a fifty percent
chance) of decoding the correct bit according to the quantum
uncertainty principle. Accordingly, the time-bin qubit pat-
tern that the server regenerates 1s inherently random and can
be used as a session key. Alternatively the generated bit
pattern could be used as a seed for PRNG.

In some embodiments, the MZIs included in the time-bin
qubit encoder and the time-bin qubit decoder may be asym-
metrical MZIs and decoherency could be introduced through
means other than differences 1n optical path length or device
characteristics, such as lack of temperature control or tem-
perature gradients. In traditional QKD systems, the optical
path from the encoder to the decoder must be stable and, in
many cases, temperature controlled to prevent quantum
decoherence of photon pulses. In contrast to these traditional
systems, the present disclosure provides that the optical path
from the encoder MZI (e.g., the first MZI included 1n the
time-bin qubit encoder) to the decoder MZ1 (e.g., the second
MZI included 1n the time-bin qubit decoder) may be
unstable and not temperature controlled to enhance the
quantum decoherence of photon pulses. These embodiments
use decoherency as an advantage to improve randomness.
Due to quantum decoherency, the qubit will be measured
randomly at the decoder MZI, and thus, one will generate a
different binary number. Even identical qubit sequences
measured twice will result in the generation of two diflerent
binary numbers which are random 1n nature.

In some embodiments, the present disclosure provides for
time-bin encoding using Mach-Zehnder interferometry to
separate slightly two photons such that their times of flight
until the time of arrival at the destination are, and remain,
different. By scrambling the time of flight or the time of
measurement, ambiguity may be introduced 1n the photon
arrival times and provide for generation of a random number
based on a random measurement of “1”’s and “0”s. The
random number may be used for session key generation and
thereby secure a client-server session which could not be
broken by any guessing algorithm or method due to true
indeterminacy of quantum states. In some embodiments, the
system may be placed on a monolithic chip.
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In some embodiments, the present disclosure provides a
system for session authentication using quantum line switch-
ing, the system comprising: encoding circuitry configured to
generate a first set of time-bin qubits and transmit the set of
time-bin qubits over a quantum line; decoding circuitry
configured to receive the set of time-bin qubits and time-bin
decode, based on a decoherent decoding apparatus or line of
transier, the set of time-bin qubits to generate a set of
random bits; and session authentication circuitry configured
to generate a session key based on the set of random bits.
The decoherency could be caused by asymmetric MZIs (e.g.,
an MZI coder and an MZI decoder having decoherent path
lengths).

There are many advantages of these and other embodi-
ments described herein, such as: providing a session key that
has truly random elements, and, as a result, facilitating the
generation of a session key that cannot be reproduced by a
third party. The session key or the seed generated 1n this way
1s inherently random and 1s unattainable to any perpetrator
due to quantum uncertainty. The random number generation
techniques disclosed herein obwviate the traditional coher-
ence length 1ssue because decoherence does not harm, and
actually helps, the process of randomizing the decoded
qubits. Further, temperature control for path stabilization 1s
not needed.

Definitions

bl B 4 4 bl 4 4

As used herein, the terms ““data,” “content,” ‘“informa-
tion,” “electronic iformation,” “signal,” “command,” and
similar terms may be used interchangeably to refer to data
capable of being transmitted, received, and/or stored 1n
accordance with embodiments of the present disclosure.
Thus, use of any such terms should not be taken to limit the
spirit or scope of embodiments of the present disclosure.

The term “comprising” means including but not limited
to, and should be interpreted in the manner it i1s typically
used 1n the patent context. Use of broader terms such as
comprises, includes, and having should be understood to
provide support for narrower terms such as consisting of,
consisting essentially of, and comprised substantially of.

The phrases “in one embodiment,” *“‘according to one
embodiment,” and the like generally mean that the particular
feature, structure, or characteristic following the phrase may
be included 1n at least one embodiment of the present
disclosure, and may be included 1n more than one embodi-
ment of the present disclosure (importantly, such phrases do
not necessarily refer to the same embodiment).

The word “example” 1s used herein to mean “serving as
an example, 1mstance, or illustration.” Any implementation
described heremn as “example” 1s not necessarily to be
construed as preferred or advantageous over other 1mple-
mentations.

If the specification states a component or feature “may,”
can,” “could,” “should,” “would,” “preferably,” “possibly,”
“typically,” “optionally,” “lfor example,” “often,” or “might”
(or other such language) be included or have a characteristic,
that particular component or feature 1s not required to be
included or to have the characteristic. Such component or
feature may be optionally included 1n some embodiments, or
it may be excluded.

The terms “processor” and “processing circuitry’ are used
herein to refer to any programmable microprocessor, micro-
computer or multiple processor chip or chips that can be
configured by software instructions (applications) to per-
form a variety of functions, including the functions of the
various embodiments described above. In some devices,

b B 4 4
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multiple processors may be provided, such as one processor
dedicated to wireless communication functions and one
processor dedicated to running other applications. Software
applications may be stored in the internal memory before
they are accessed and loaded into the processors. The
processors may include iternal memory suilicient to store
the application software instructions. In many devices the
internal memory may be a volatile or nonvolatile memory,
such as flash memory, or a mixture of both. The memory
may also be located internal to another computing resource
(e.g., enabling computer readable instructions to be down-
loaded over the Internet or another wired or wireless con-
nection).

For the purposes of this description, a general reference to
“memory”’ refers to memory accessible by the processors
including internal memory or removable memory plugged
into the device, remote memory (e.g., cloud storage), and/or
memory within the processors themselves. For instance,
memory may be any non-transitory computer readable
medium having computer readable instructions (e.g., com-
puter program 1instructions) stored thereof that are execut-
able by a processor.

The term “computing device” 1s used herein to refer to
any one or all of programmable logic controllers (PLCs),
programmable automation controllers (PACs), industnal
computers, desktop computers, personal data assistants
(PDAs), laptop computers, tablet computers, smart books,
palm-top computers, personal computers, smartphone, head-
set, smartwatch, and similar electronic devices equipped
with at least a processor configured to perform the various
operations described herein. Devices such as smartphones,
laptop computers, tablet computers, headsets, and smart-

watches are generally collectively referred to as mobile
devices.

The term “server” or “server device” 1s used to refer to
any computing device capable of functioning as a server,
such as a master exchange server, web server, mail server,
document server, or any other type of server. A server may
be a dedicated computing device or a computing device
including a server module (e.g., an application which may
cause the computing device to operate as a server). A server
module (e.g., server application) may be a full function
server module, or a light or secondary server module (e.g.,
light or secondary server application) that 1s configured to
provide synchronization services among the dynamic data-
bases on computing devices. A light server or secondary
server may be a slimmed-down version of server type
functionality that can be implemented on a computing
device, such as a smart phone, thereby enabling 1t to function
as an Internet server (e.g., an enterprise e-mail server) only
to the extent necessary to provide the functionality described
herein.

The term “quantum basis” refers to sets of orthogonal
quantum states, such as pairs of photonic polarization states.
The pairs of photonic polarization states may comprise, for
example, the rectilinear, diagonal, and circular photonic
polarization states. The “rectilinear basis” refers to the pair
of rectilinear photonic polarization states comprising the
horizontal photon polarization state 10> and the vertical
photon polarization state |1>. The “diagonal basis™ refers to
the pair of diagonal photonic polarization states comprising,
the diagonal photon polarization state of 45 degrees and the
diagonal photon polarization state 135 degrees. The *“circu-
lar basis” refers to the pair of circular photonic polarization
states comprising the left circular photon polarization state
IL> and the right circular photon polarization state |[R>.
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The term “optical line” refers to an optical communica-
tions path. For example, an optical line may comprise an
optical fiber, an optical waveguide, a fiber optic cable, a
quantum line, or a combination thereof.

The term “quantum line” refers to a quantum communi-
cations path. For example, a quantum line may comprise a
polarization-maintaining optical fiber (PMF or PM fiber),
free space (e.g., air, vacuum), or a combination thereof. In
some embodiments, a PM fiber uses birefringence to main-
tain the polarization states of photons. This 1s normally done
by causing consistent asymmetries in the PM fiber. Example
PM fiber types include: panda fiber which 1s used 1n telecom;
clliptical clad fiber; and bowtie fiber. Any of these three
designs uses birelringence by adding asymmetries to the
fiber through shapes and stresses introduced in the fiber. This
causes two polarization states to have diflerent phase veloci-
ties 1n the fiber. As such, an exchange of the overall energy
of the two modes (polarization states) becomes practically
impossible.

The terms “time-bin qubit encoder” and “time-bin qubit
decoder” are used herein to refer to any devices that respec-
tively encode (e.g., generate) or decode (e.g., measure) a
qubit 1n time-bins of mformation on a photon. In this regard,
the time-bin qubit encoder and time-bin qubit decoder may
comprise optoelectronic devices, such as MZlIs, as described
below.

The terms “optoelectronic device,” “optoelectronic com-
ponent,” “laser device,” “light source,” *“single photon
source,” and similar terms are used herein interchangeably
to refer to any one or more of (including, but not limited to,
combinations of): a polarized light modulator (PLM); a
polarized light demodulator (PLD); a quantization circuit; a
laser device, such as a diode laser, a vertical cavity surface
emitting laser (VCSEL), a semiconductor laser, a fiberoptic
laser, or an edge-emitting laser (e.g., a galllum arsenide
(GaAs) edge-emitting laser comprising an indium gallium
arsenide (InGaAs) quantum well); a light source; a single
photon source; a modulator or modulating circuit; a photo-
detector device, such as a photodetector, an array of photo-
detectors, or a photodetector panel; a light emitting device,
such as a light emitting diode (LED), an array of LEDs, an
LED panel, or an LED display; a sensing device, such as one
or more sensors; any other device equipped with at least one
of the matenals, structures, or layers described herein; an
optical component, such as an optical lens, attenuator,
deflector, phase shifter, filter, mirror, window, difluser,
prism, lenses, crystals (e.g., non-linear crystals), wave
plates, beam splitter, bit manipulator, polarizer, or diffraction
grating; an interferometer implemented as a Mach-Zehnder
interferometer (MZ1), Fabry-Perot interferometer, Michel-
son interferometer, any other suitable configuration, or any
combination or permutation thereof; any device configured
to function as any of the foregoing devices; or any combi-
nation thereof. In some embodiments, the laser device may
use a VCSEL to generate photons, qubits (e.g., by modu-
lating photons), or both. In some embodiments, a polariza-
tion pulse shaper may be integrated with the laser chip on the
same laser device. In some embodiments, modulating cir-
cuitry (e.g., a modulating circuit) may be implemented on a
board. Examples of a laser device may comprise a fiberoptic
laser with a polarizing component, an edge-emitting laser, a
VCSEL, a PLM, or any other suitable device. In some
embodiments, the laser may generate photons, qubits, or
both in the inifrared or near-infrared range (e.g., 1550
nanometers (nm), 980 nm, 900 nm). For example, a laser
device may be an edge-emitting laser chip having a footprint
smaller than one square millimeter and a thickness less than
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a few micrometers (microns) and comprising a gallium
arsenide (GaAs)-based edge-emitting laser, a modulating
circuit, and an attenuator or deflector. In some embodiments,
a first optoelectronic device may include a first MZI con-
figured to generate time-bin qubits and transmit the gener-
ated time-bin qubits over an optical line, and a second
optoelectronic device may include a second MZI configured
to measure time-bin qubits received over the optical line.
The characteristics of the first MZI, such as optical path
length, may be different from the characteristics of the
second MZI such that the first MZI and the second MZI may
be considered asymmetrical MZIs. Each of the MZIs dis-
closed herein may comprise a combination of mirrors, beam
splitters, photodetectors fiberoptic cables, lenses, nonlinear
crystals, wave plates, motors (e.g., servo motors), motion
controllers, temperature controllers (e.g., thermoelectric
devices), and any other suitable components arranged to
perform the operations and functions disclosed herein,
including, but not limited to, the controlling of optical path
length.

Having set forth a series of defimitions called-upon
throughout this application, an example system architecture
1s described below for implementing example embodiments
and features of the present disclosure.

System Architecture

Methods, systems, apparatuses, and computer program
products of the present disclosure may be embodied by any
of a variety of devices. For example, the method, system,
apparatus, and computer program product of an example
embodiment may be embodied by one or more time-bin
qubit encoders, time-bin qubit decoders, switching devices,
PRNG generating devices, server devices, remote server
devices, cloud-based server devices, cloud utilities, or other
devices.

FIGS. 1A-1E illustrate system diagrams of sets of devices
that may be ivolved i some example embodiments
described heremn. In this regard, FIG. 1A discloses an
example environment 100 within which embodiments of the
present disclosure may operate to authenticate sessions
between devices. FIG. 1B discloses an alternative example
environment 120 within which embodiments of the present
disclosure may operate to authenticate sessions between
devices. FIG. 1C discloses another alternative example
environment 140 within which embodiments of the present
disclosure may operate to authenticate sessions between
devices. FIG. 1D discloses another alternative example
environment 160 within which embodiments of the present
disclosure may operate to authenticate sessions between
devices. FIG. 1E discloses another alternative example
environment 180 within which embodiments of the present
disclosure may operate to authenticate sessions between
devices.

As 1llustrated in FIGS. 1A-1E, a session authentication
system 102 may include one or more session authentication
system server devices 104 (e.g., 104A-104N) 1n communi-
cation with one or more session authentication system
databases 106. The session authentication system 102 may
be embodied as one or more computers or computing
systems as described herein. The session authentication
system 102 may be in communication with one or more
client devices 110 (e.g., 110A-110N), central management
device 112, one or more time-bin qubit encoders 114 (e.g.,
114 A-114N), one or more time-bin qubit decoders 116 (e.g.,
116 A-116N), or a combination thereof through one or more
communications networks 108 (e.g., 108A-108N). One or
more communications networks 108 may include any suit-
able network or combination of networks, such as a virtual
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network, the Internet, a local area network (LAN), a Wi-Fi
network, a Worldwide Interoperability for Microwave
Access (WIMAX) network, a home network, a cellular
network, a near field communications (NFC) network, other
types of networks, or a combination thereof.

In some embodiments, the session authentication system
102 may generate session IDs for secure authentication of
communication sessions between any of the one or more
client devices 110 and one or more other devices (e.g., one
or more session authentication system server devices 104, or
one or more other devices not shown i FIGS. 1A-1E). To
generate a particular session ID, the session authentication
system 102 may invoke use of the central management
device 112, one or more time-bin qubit encoders 114, and
one or more time-bin qubit decoders 116, as described
below.

The one or more session authentication system server
devices 104 may be embodied as one or more servers,
remote servers, cloud-based servers (e.g., cloud utilities),
processors, or any other suitable server devices, or any
combination thereol. The one or more session authentication
system server devices 104 receive, process, generate, and
transmit data, signals, and electronic information to facilitate
the operations of the session authentication system 102. The
one or more session authentication system server devices
104 may include, for example, session authentication system
server device 104A, session authentication system server
device 104B, through session authentication system server
device 104N, where N represents an alphabetic, numeric, or
alphanumeric identifier. For example, in some instances the
one or more session authentication system server devices
104 may include over 100,000 session authentication system
SErvers.

The one or more session authentication system databases
106 may be embodied as one or more data storage devices,
such as a Network Afttached Storage (NAS) device or
devices, or as one or more separate databases or servers. The
one or more session authentication system databases 106
may store information receirved, retrieved, accessed, and
generated by the session authentication system 102 to facili-
tate the operations of the session authentication system 102.
For example, the one or more session authentication system
databases 106 may store control signals, electronic infor-
mation indicative of one or more time-dependent quantum
encoding schedules, time-dependent quantum decoding
schedules, unit-dependent quantum encoding schedules,
unit-dependent quantum decoding schedules, pseudo-ran-
dom optical path length selection techmques, and combina-
tions thereof. In another example, the one or more session
authentication system databases 106 may store device char-
acteristics (including, but not limited to, optical path
lengths), and user account credentials for the central man-
agement device 112, one or more of the one or more time-bin
qubit encoders 114, one or more of the one or more time-bin
qubit decoders 116, or a combination thereof. In another
example, the one or more session authentication system
databases 106 may store device characteristics and user

account credentials tor one or more ot the one or more client
devices 110.

The one or more client devices 110 (e.g., 110A-110N)
may be embodied by any computing device known 1n the art.
Information received by the session authentication system
102 from the one or more client devices 110 may be
provided 1n various forms and via various methods. For
example, the one or more client devices 110 may be laptop
computers, smartphones, netbooks, tablet computers, wear-
able devices, desktop computers, electronic workstations,
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automated transaction machines (ATMs), or the like, and the
information may be provided to the session authentication
system 102 through various modes of data transmission
provided by these client devices. In some embodiments, the
one or more client devices 110 may include or store various
data and electronic information associated with one or more
users. In some embodiments, the one or more client devices
110 may include, for example, client device 110A (e.g., a
smartphone), client device 110B (e.g., a laptop computer),
through client device 110N (e.g., an ATM), where N repre-
sents an alphabetic, numeric, or alphanumeric identifier. For
example, 1n some instances the one or more client devices
110A-110N may include over 1,000,000 client devices, and
the session authentication system 102 may authenticate over
1,000,000 sessions per hour.

In embodiments where a client device 110 1s a mobile
device, such as a smartphone or tablet, the mobile device
may execute an “app”’ (e.g., a thin-client application) to
interact with the session authentication system 102, one or
more session authentication system server devices 104, or a
combination thereof. In some embodiments, the mobile
device may comprise a mobile operating system that pro-
vides for improved communication interfaces for interacting,
with external devices. Communication with hardware and
software modules executing outside of the app may be
provided via APIs provided by the mobile device operating,
system.

The central management device 112 may be embodied as
one or more computers or computing systems as known 1n
the art. For instance, the central management device 112
may be embodied as one or more servers, remote servers,
cloud-based servers (e.g., cloud utilities), processors, or any
other suitable server devices, or any combination thereof. In
some embodiments, the central management device 112 may
include or store various data and electronic information. For
example, the central management device 112 may store
control signals, electronic information indicative of one or
more optical path lengths, time-dependent quantum encod-
ing schedules, time-dependent quantum decoding schedules,
unit-dependent quantum encoding schedules, unit-depen-
dent quantum decoding schedules, pseudo-random optical
path length selection techniques, and combinations thereof.
In another example, the central management device 112 may
store one or more databases, tables, or maps of optical path
lengths; links or pointers to one or more optical path lengths
contained therein; and combinations thereof. In another
example, the central management device 112 may store
device characteristics, and user account credentials for the
central management device 112, one or more of the one or
more time-bin qubit encoders 114, one or more of the one or
more time-bin qubit decoders 116, or a combination thereof.
In another example, the central management device 112 may
store device characteristics and user account credentials for
one or more of the one or more client devices 110.

In some embodiments, the central management device
112 may be configurable by a user using a computing device.
For example, the user may use the computing device to
control how the central management device 112 determines
the various optical path lengths and schedules described
herein. For example, the user may use the computing device
to increase or decrease the complexity of the optical path
length determination process used by the central manage-
ment device 112. In one 1llustrative example, the user may
use the computing device to mstruct the central management
device 112 to utilize a first optical path length determination
process (e.g., that increases the variance in the optical path
length 1n the time-bin qubit encoder 114, the time-bin qubait
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decoder, or both; or that decreases the optical path length
below the coherence length 1n the time-bin qubit encoder
114, the time-bin qubit decoder 116, or both) when client
device 110A requires a highly secure session, such as when
client device 110A 1s accessing a financial website or when
client device 110A 1s associated a geolocation requiring
higher security. In another 1llustrative example, the user may
use the computing device to instruct the central management
device 112 to utilize a second optical path length determi-
nation process (€.g., that decreases the variance 1n the optical
path length in the time-bin qubit encoder 114, the time-bin
qubit decoder, or both; or that increases the optical path
length above the coherence length 1n the time-bin qubait
encoder 114, the time-bin qubit decoder 116, or both) when
client device 110B requires less secure session, such as when
client device 110B 1s accessing a content browsing website.
In some embodiments, the central management device
112 may be connected the session authentication system 102
either directly or via one or more communications networks
108. In some embodiments (not shown), the central man-
agement device 112 may be a component ol the session
authentication system 102. However, 1n other embodiments,
the central management device 112 1s not a part of or
connected, directly or indirectly, to the session authentica-
tion system 102 1n order to prevent communication of
information regarding the quantum encoding or decoding
procedures outlined herein between the central management
device 112 and the session authentication system 102. The
central management device 112 may include one or more
databases (not shown for brevity) storing sets of optical path
lengths, control signals, device characteristics, and user
account credentials for one or more of the one or more
time-bin qubit encoders 114, one or more of the one or more
time-bin qubit decoders 116, or a combination thereof.
The central management device 112 may be connected to
one or more time-bin qubit encoders 114 (e.g., 114A-114N).
In various embodiments, one or more of these connections
may be through the one or more communications networks
108. In other embodiments, one or more of these connec-
tions may be a direct connection through a non-network
communications path (e.g., a direct wired or wireless com-
munications path). In some embodiments, the time-bin qubit
encoder 114 may be a component of the central management
device 112, rather than a separate device, although it 1s
illustrated as a separate device 1n FIGS. 1A-1E for ease of
explanation. Time-bin qubit encoder 114, in turn, 1s con-
nected to one or more time-bin qubit decoders 116 (e.g.,
116 A-116N) through one or more quantum lines 118 (e.g.,
118 A-118N). In some embodiments, the one or more quan-
tum lines 118 may comprise one or more non-polarization
maintaining optical fibers to introduce additional error (e.g.,
to scramble the qubits transmitted through the fiber). The
one or more time-bin qubit decoders 116, 1in turn, may be
connected to session authentication system 102. In various
embodiments, one or more of these connections may be
through the one or more communications networks 108. In
other embodiments, one or more of these connections may
be a direct connection through a non-network communica-
tions path (e.g., a direct wired or wireless communications
path). In some embodiments, the time-bin qubit decoder 116
may be a component of the of the central management
device 112 rather than a separate device, although 1t is
illustrated as a separate device 1n FIGS. 1A-1E for ease of
explanation. In some embodiments, the operations and func-
tionality described herein with reference to central manage-
ment device 112 may be performed instead by session
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authentication system 102, time-bin qubit encoder 114,
time-bin qubit decoder 116, or a combination thereof.

Each of the one or more time-bin qubit encoders 114 may
be embodied by any suitable time-bin qubit encoder, such as
an optoelectronic device (e.g., a PLM; a laser device). In
some embodiments, the time-bin qubit encoder 114 may
comprise a first MZI and a modulating circuit. In some
embodiments, the time-bin qubit encoder 114 may include
or store various data and electronic information. For
example, the time-bin qubit encoder 114 may include or
store one or more control signals, electronic information
indicative of one or more optical path lengths, time-depen-
dent quantum encoding schedules, unit-dependent quantum
encoding schedules, pseudo-random optical path length
selection techniques, or any combination thereof. Alterna-
tively, some or all of this information may be stored 1n the
central management device 112, the session authentication
system 102, or a combination of the central management
device 112 and the session authentication system 102. In
some embodiments, the time-bin qubit encoder 114 may
include programmable firmware for receiving control sig-
nals and electronic instructions. In some embodiments, the
time-bin qubit encoder 114 may be configured to generate a
set of time-bin qubits. The time-bin qubit encoder 114 may
be further configured to transmait the set of time-bin qubits to
the time-bin qubit decoder 116 over a quantum line 118. In
some embodiments, the one or more time-bin qubit encoders
114 may include, for example, time-bin qubit encoder 114 A,
time-bin qubit encoder 114B, through time-bin qubit
encoder 114N, where N represents an alphabetic, numeric,
or alphanumeric 1dentifier. For example, 1n some 1nstances
the one or more time-bin qubit encoders 114A-114N may
include over 100,000 time-bin qubit encoders.

In some embodiments, the time-bin qubit encoder 114
may be a cloud-based centralized time-bin qubit encoder
that does not encode the time-bin qubits. Rather, the time-
bin qubit encoder 114 may transmit pulses of single photons
to one or more time-bin qubit decoders 116. A time-bin qubit
decoder 116 may receive the pulses of single photons and
use any (e.g., arbitrary) optical path length to measure the
polarization of the photon pulses and measure time-bin
qubits. Since the received photons are not polarized, the
polarization measurement at the time-bin qubit decoder 116
results 1n completely random measured qubits even 1f the
time-bin qubit decoder 116 uses only one optical path length
to measure all the time-bin qubits.

Each of the one or more time-bin qubit decoders 116 may
be embodied by any suitable time-bin qubit decoder, such as
an optoelectronic device (e.g., a PLD). In some embodi-
ments, the time-bin qubit decoder 116 may include or store
various data and electronic information. For example, the
time-bin qubit decoder 116 may 1nclude or store one or more
control signals, electronic information indicative of one or
more optical path lengths, time-dependent quantum decod-
ing schedules, unit-dependent quantum decoding schedules,
pseudo-random optical path length selection techniques, or
any combination thereof. Alternatively, some or all of this
information may be stored in the central management device
112, the session authentication system 102, or a combination
of the central management device 112 and the session
authentication system 102. The time-bin qubit decoder 116
1s communicatively coupled to the time-bin qubit encoder
114 by the quantum line 118 and 1s configured to receive a
set of time-bin qubits from the time-bin qubit encoder 114
over the quantum line 118. In some embodiments, the
time-bin qubit encoder 114 may comprise a second MZI and
a bit manipulator circuit. In some embodiments, the one or
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more time-bin qubit decoders 116 may include, for example,
time-bin qubit decoder 116 A, time-bin qubit decoder 1168,
through time-bin qubit decoder 116N, where N represents an
alphabetic, numeric, or alphanumeric identifier. For
example, 1n some instances the one or more time-bin qubait
decoders 116A-116N may include over 100,000 time-bin
qubit decoders.

The time-bin qubit decoder 116 may be further configured
to measure the received set of time-bin qubits based on a
second optical path length different from the first optical
path length used to encode the set of time-bin qubits. The
second optical path length may be different from the first
optical path length based on a various factors. In some
instances, the second optical path length may be difierent
from the first optical path length based on the physical
lengths of the two optical paths (e.g., the first optical path
may be longer than the second optical path, or vice versa).
For example, the first optical path length may comprise a
first physical length (e.g., 2.0 micrometers (microns)) of a
first optical path 1n a first MZI of the time-bin qubit encoder
114, the second optical path may comprise a second physical
length (e.g., 2.5 microns) of a second optical path 1 a
second MZI of the time-bin qubit decoder 116, and the first
physical length and the second physical length may be
different. In some instances, the second optical path length
may be different from the first optical path length based on
the temperatures of the two optical paths (e.g., the first
optical path may be at a higher temperature than the second
optical path, or vice versa), such as when there 1s a tem-
perature gradient between the first MZ1 of the time-bin qubit
encoder 114 and the second MZI of the time-bin qubait
decoder 116. For example, the first optical path length may
comprise a first temperature (e.g., 60 degrees Fahrenheit) of
a first optical path 1n the first MZI of the time-bin qubait
encoder 114, the second optical path may comprise a second
temperature (e.g., S0 degrees Fahrenheit) of a second optical
path 1n the second MZI of the time-bin qubit decoder 116,
and the first temperature and the second temperature may be
different. In some instances, the second optical path length
may be different from the first optical path length based on
the media of the two optical paths (e.g., the first optical path
may include a portion having a higher refractive index than
the corresponding portion of the second optical path, or vice
versa). For example, the first optical path length may com-
prise a {irst portion of a first optical path 1n the first MZI of
the time-bin qubit encoder 114 comprising a first index of
refraction (e.g., n=1.0), the second optical path length may
comprise a second portion of a second optical path 1n the
second MZI of the time-bin qubit decoder 116 comprising a
second mdex of refraction (e.g., n=1.1), and the first index
of refraction and the second index of refraction may be
different. In some instances, the second optical path length
may be different from the first optical path length based on
the optical components included i1n the two optical paths
(c.g., the first optical path but not the second optical path
may comprise a phase shifter, or vice versa). In some
instances, the optical path length difference may be shorter
than the coherence length to mix up the time of arrival
measurement and thereby increase the randomness of the
decoded states.

The measured set of qubits will thus include a random
component isofar as at least one time-bin qubit has been
encoded with a first optical path length and was then
measured using a second optical path length different from
the first optical path length. When this divergence of optical
path length occurs for multiple time-bin qubits, the mea-
sured set ol qubits may comprise a plurality of wildcard
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time-bin qubits due to the eflect of quantum uncertainty
introduced 1nto the system by the premeditated use of
divergent optical path lengths for encoding and decoding of
the set of time-bin qubits. As discussed 1n further detail with
respect to FIGS. 3 and 4, each wildcard time-bin qubit has
some probability of being an error time-bin qubit based on
quantum uncertainty. In some embodiments, the first optical
path length 1s not known or received by the time-bin qubit
decoder 116. In some embodiments, the second optical path
length 1s not known or received by the time-bin qubait
encoder 114.

In one example embodiment, as shown in FIG. 1B, the
time-bin qubit encoder 114 may comprise a modulating
circuit 130, a laser 132, an attenuator (or deflector) 134, and
an MZI 136. In some embodiments, modulating circuit 130
may be configured to modulate the laser 132, and laser 132
may be configured to produce pulses of photons. The laser
132 may be coupled to an attenuator (or detlector) 134 to
reduce the intensity of the photon pulses to about one photon
per pulse. The time-bin qubit decoder 116 may comprise an
MZ1 146 and a bit manipulator circuit 148. In some embodi-

ments, the device characteristics (e.g., optical path length) of
MZI 146 may be different from MZI 136. For example, the

MZI 136 and the MZI 146 could be used as mcompatible
interferometers to generate random, measured time-bin
qubits. In some embodiments, the components shown 1n
environment 120 may be comprised by a single, on-chip
MZI random bit generator.

In another example embodiment, as shown 1n FIG. 1C, the
time-bin qubit encoder 114 may comprise a modulating
circuit 130, a single photon source 152, an MZ1 154, and an
MZI 136. In some embodiments, modulating circuit 130
may be configured to modulate the single photon source 152,
and the single photon source 152 may be configured to
produce pulses of single photons. In this example embodi-
ment, the single photon source 152 performs substantially
the same function as the combination of laser 132 and
attenuator (or deflector) 134 of the embodiment shown 1n
FIG. 1B. The time-bin qubit decoder 116 may comprise an
MZI1 146 and a bit manipulator circuit 148. In some embodi-

ments, the device characteristics (e.g., optical path length) of
MZI1 146 may be diflerent from MZI 136, MZI 154, or both.

For example, the MZI 136 and the MZI 146 could be used
as mncompatible interferometers to generate random, mea-
sured time-bin qubits. In some embodiments, the compo-
nents shown in environment 140 may be comprised by a
single, on-chip MZI random bit generator.

In yet another example embodiment, as shown 1n FIG.
1D, the time-bin qubit encoder 114 may comprise a modu-
lating circuit 130, a single photon source 152, and an MZI
136. In some embodiments, modulating circuit 130 may be
configured to modulate the single photon source 152, and the
single photon source 152 may be configured to produce
pulses of single photons. In this example embodiment, the
single photon source 152 performs substantially the same
function as the combination of laser 132 and attenuator (or
deflector) 134 of the embodiment shown 1n FIG. 1B. The
time-bin qubit encoder 114 may be optically coupled to the
time-bin qubit decoder 116 through a quantum line 118 (e.g.,
a PM fiber; or, to increase randomness, a non-polarization
maintaining optical fiber). The time-bin qubit decoder 116
may comprise an MZI 146 and a bit manipulator circuit 148.
In some embodiments, the device characteristics (e.g., opti-

cal path length) of MZ1 146 may be diflerent from MZI 136.
For example, the MZI 136 and the MZI 146 could be used
as mcompatible interferometers to generate random, mea-
sured time-bin qubits. In some embodiments, the compo-
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nents shown 1n environment 160 may provide for time-bin
random number generation as a service.

Turning to FIG. 1E, 1n some embodiments each time-bin
qubit encoder 114 may be communicatively coupled to a
plurality of time-bin qubit decoders 116. For example,
time-bin qubit encoder 114A may be commumnicatively
coupled to time-bin qubit decoder 116 A through quantum
line 118A; time-bin qubit encoder 114A may be communi-
catively coupled to time-bin qubit decoder 116B through
quantum line 118B; and time-bin qubit encoder 114A may
be communicatively coupled to time-bin qubit decoder 116N
through quantum line 118N. The one or more time-bin qubit
decoders 116 A-116N are, 1n turn, communicatively coupled
to one or more session authentication system server devices
104 A-104N. Each session authentication system server
device 104A-104N may be 1n communication with one or
more client devices 110A-110N through one or more com-
munications networks 108A-108N, one or more non-net-
work communications paths, or a combination thereof. Each
session authentication system server device 104A-104N
may generate session IDs based on data recerved from
corresponding time-bin qubit decoders 116 A-116N to facili-
tate secure authentication of communication sessions
between the corresponding session authentication system
server devices 104A-104N and one or more client devices
communicatively coupled to one or more communications
networks 108A-108N as described in further detail herein.
For example, session authentication system server device
104 A may generate session IDs based on data received from
corresponding time-bin qubit decoder 116A to facilitate
secure authentication of communication sessions between
the session authentication system server device 104A and
the one or more client devices 110A-110N commumnicatively
coupled to one or more communications networks 108A. In
another example, session authentication system server
device 104B may generate session IDs based on data
received from corresponding time-bin qubit decoder 116B to
facilitate secure authentication of communication sessions
between the session authentication system server device
104B and one or more client devices communicatively
coupled to one or more communications networks 108B. In
another example, session authentication system server
device 104N may generate session IDs based on data
received from corresponding time-bin qubit decoder 116N to
facilitate secure authentication of communication sessions
between the session authentication system server device
104N and one or more client devices communicatively
coupled to one or more communications networks 108N.

In some embodiments, the time-bin qubit encoder 114A
may be a cloud-based centralized time-bin qubit encoder
configured to generate a set of time-bin qubits using an MZI
and transmit (e.g., over one or more quantum lines 118A-
118N; over one or more quantum lines 124 A-124N to one or
more switching devices 122A-122N and over one or more
quantum lines 118A-118N) the generated set of time-bin
qubits to a plurality of time-bin qubit decoders 116 A-116N
communicatively coupled to a plurality of session authen-
tication system server devices 104 A-104N. In some embodi-
ments, the one or more quantum lines 124 may comprise one
or more non-polarization maintaining optical fibers to 1ntro-
duce additional error (e.g., to scramble the qubits transmiut-
ted through the fiber). In response, each of the plurality of
time-bin qubit decoders 116 A-116N may use their own MZI
to measure the recerved time-bin qubits, generate a mea-
sured set of time-bin qubits, and transmit the measured set
of time-bin qubits to a respective one of the plurality of
session authentication system server devices 104 A-104N.
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In some embodiments, the one or more session authenti-
cation system server devices 104A-104N may be located
within a server farm. For example, session authentication
system server device 104 A and session authentication sys-
tem server device 104B may be located within the walls of
a building warehouse of a server farm or otherwise within a
geographic footprint of the server farm. In some embodi-
ments, the one or more time-bin qubit decoders 116 A-116N
may be located within the server farm. In some embodi-
ments, the one or more time-bin qubit decoders 116 A-116N
may be located outside the server farm. For example, the one
or more time-bin qubit decoders 116 A-116N may be located
outside the geographic footprint of the server farm. In some
embodiments, the one or more time-bin qubit encoders
114 A-114N may be located within the server farm. In some
embodiments, the one or more time-bin qubit encoders
114A-114N may be located outside the server farm. For
example, the one or more time-bin qubit encoders 114 A-
114N may be located outside the geographic footprint of the
server farm.

In some embodiments, as shown in FIG. 1E, each time-
bin qubit encoder 114A-114N may be commumnicatively
coupled to one or more switching devices 122A-122N
through one or more quantum lmnes 124A-124N. For
example, time-bin qubit encoder 114A may be communica-
tively coupled to one or more switching devices 122A at
least partially through quantum line 124A; time-bin qubait
encoder 114B may be communicatively coupled to one or
more switching devices 122B at least partially through
quantum line 124B; and time-bin qubit encoder 114N may
be commumnicatively coupled to one or more switching
devices 122N at least partially through quantum line 124N.
In some embodiments, each switching device 122A-122N
may be commumcatively coupled to one or more time-bin
qubit decoders 116A-116N through one or more quantum
lines 118A-118N. For example, one or more switching
devices 122 A may be communicatively coupled to time-bin
qubit decoder 116 A at least partially through quantum line
118A; one or more switching devices 122A may be com-
municatively coupled to time-bin qubit decoder 116B at
least partially through quantum line 118B; and one or more
switching devices 122A may be communicatively coupled to
time-bin qubit decoder 116N at least partially through quan-
tum line 118N.

In some embodiments, the time-bin qubit encoder 114A
may be configured to transmit a set of time-bin qubits to the
one or more switching devices 122A over one or more
quantum lines 124A. The one or more switching devices
122 A may in turn be further configured to transmit the set of
time-bin qubits to a corresponding time-bin qubit decoder
116 A-116N over a corresponding quantum line 118A-118N.
In some such embodiments, the time-bin qubit encoder
114A may be configured to not transmit any electronic
information indicative of the first optical path length. For
example, the time-bin qubit encoder 114A may be without
network connection capability and incapable of communi-
cating with a communications network (e.g., one or more
communications networks 108) or even with other compo-
nents within the session authentication system 102. When
foregoing network connection capability in this fashion, a
time-bin qubit encoder 114A 1s incapable of transmitting,
clectronic information indicative of the optical path length
used to generate time-bin qubits, and communications secu-
rity 1s, 1n some instances, improved because a perpetrator
may not be able to acquire that optical path length. In some
embodiments, the first optical path length 1s not transmaitted
by the time-bin qubit encoder 114 A.
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The one or more switching devices 122 (e.g., 122A-
122N) may be embodied by any suitable switching device,
such as a polarization-maintaining (PM) switching device,
an optical switching device, an electro-optical switching
device, a microelectromechanical systems (MEMS) switch-
ing device, a PM fiber coupling, a splitter, or any other
suitable device. In some 1nstances, the one or more switch-
ing devices 122 may comprise one or more PM switches that
are non-mechanical, operate with all optical fast-switching
components with less than 0.5 dB of loss, and have been
tested over millions of PM switches without a loss 1n a single
polarization state. In some instances, the one or more
switching devices 122 may comprise one or more all-optical
PM switches that use polarization maintaining couplers and
PM fibers to achieve very high speed modulation with no
loss of polarization state. In some embodiments, each of the
one or more switching devices 122 may be embodied by a
plurality of cascading switching devices. For example, the
one or more switching devices 122A may be embodied by
three cascading switching devices. In some embodiments,
polarization-maintaining fiber and switches may be used to
ensure that the state of the photon 1s maintained and to
provide for estimation of the level of randomness. In other
embodiments, non-polarization maintaining {fiber and
switches may be used to ensure that the state of the photon
1s not maintained and to provide for an increased level of
randomness.

In some embodiments, the one or more switching devices
122 A may be configured to receive time-bin qubits from a
time-bin qubit encoder 114A over one or more quantum
lines 124A. In some embodiments, the one or more switch-
ing devices 122A may be configured to transmit subsets of
received time-bin qubits to time-bin qubit decoders 116 A-
116N by switching between quantum lines 118A-118N. In
some embodiments, the one or more switching devices
122 A may be configured to switch between quantum lines
118A-118N at a frequency greater than one megahertz
(MHz). In some embodiments, the one or more switching
devices 122 A may be configured to switch between quantum
lines 118A-118N at a frequency greater than one megahertz
(MHz). In these embodiments, the session authentication
system 102 may be configured to authenticate over 100,000
sessions at the same time (or at nearly the same time).

In some embodiments, the one or more time-bin qubit
decoders 116A-116N are communicatively coupled to the
time-bin qubit encoder 114A via a combination including
quantum line 124 A, switching device 122A, and a corre-
sponding one of quantum lines 118A-118N. The one or more
time-bin qubit decoders 116A-116N are configured to
receive a set of time-bin qubits from the time-bin qubit
encoder 114A via the quantum line 124A, the switching
device 122A, and the corresponding quantum lines 118A-
118N. In some embodiments, the first optical path length
used by the time-bin qubit encoder 114 A to generate the set
of time-bin qubits 1s not received by the one or more
time-bin qubit decoders 116 A-116N.

In one 1illustrative example, the time-bin qubit encoder
114 A may be configured to generate a set of time-bin qubaits
using a first MZI comprising a first optical path length and
transmit the generated set of time-bin qubits to the time-bin
qubit decoder 116 A and the time-bin qubit decoder 116B.
The time-bin qubit decoder 116 A may receive the set of
time-bin qubits and measure the received time-bin qubits
using a second MZI comprising a second optical path length
different from the first optical path length to generate a first
measured set of time-bin qubits. The time-bin qubit decoder
116B also may receive the set of time-bin qubits and
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measure the received time-bin qubits using a third MZI
comprising a third optical path length different from the first
optical path length to generate a third measured set of
time-bin qubits, which may be different from the second
measured set of time-bin qubits due to quantum uncertainty
and the indeterminacy of quantum states.

In one 1illustrative example, a time-bin qubit encoder
114 A may be configured to generate, based on a first optical
path length of a first MZI, a set of time-bin qubits compris-
ing a first subset of time-bin qubits and a second subset of
time-bin qubits, and transmit the set of time-bin qubits to
switching device 122A over quantum line 124A. In some
instances, the first optical path length 1s not transmitted by
the time-bin qubit encoder 114A. The switching device
122A may be in communication with the time-bin qubait
encoder 114 A over the quantum line 124 A and configured to
receive the set of time-bin qubits from the time-bin qubit
encoder 114 A over the first quantum line 124 A. The switch-
ing device 122A may be further configured to transmit the
first subset of time-bin qubits to time-bin qubit decoder
116 A over quantum line 118A, and transmit the second
subset of time-bin qubits to time-bin qubit decoder 1168
over quantum line 118B. The time-bin qubit decoder 116 A
may be 1 communication with the switching device 122A
over the quantum line 118A and configured to: receive the
first subset of time-bin qubits from the switching device
122A over the quantum line 118A; and measure, based on a
second optical path length of a second MZI different from
the first optical path length of the first MZI, the first subset
of time-bin qubits to generate a first measured set of time-bin
qubits, wherein the first measured set of time-bin qubits
comprises a first plurality of wildcard time-bin qubaits. The
time-bin qubit decoder 116 A may thereafter transmit the first
measured set of time-bin qubits to a corresponding session
authentication system server device 104 A that 1s configured
to generate a first number based on the first measured set of
time-bin qubits and authenticate a first session based on the
generated first number. The time-bin qubit decoder 1168
may be 1 communication with the switching device 122A
over the quantum line 118B and configured to: receive the
second subset of time-bin qubits from the switching device
122A over the quantum line 118B; and measure, based on a
third optical path length of a third MZI different from the
first optical path length of the first MZI, the second subset
of time-bin qubits to generate a second measured set of
time-bin qubits. The third optical path length of the third
MZI may be the same as, or different from, the second
optical path length of the second MZI. The time-bin qubit
decoder 116B may thereafter transmit the second measured
set of time-bin qubits to a corresponding session authenti-
cation system server device 104B that 1s configured to
generate a second number based on the second measured set
of time-bin qubits and authenticate a second session based
on the generated second number.

Each of the one or more session authentication system
server devices 104A-104N may be configured to authenti-
cate a session based on a generated number. In some
embodiments, each of the one or more session authentica-
tion system server devices 104A-104N may be configured to
generate a session key based on the generated number. In
some embodiments, the one or more session authentication
system server devices 104A-104N may be configured to
generate a seed for pseudo-random number generation based
on the generated number, and generate a pseudo-random
number based on the seed, wherein generation of the session
key 1s based on the pseudo-random number. In some
instances, the generated number 1s the session key.
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In some embodiments, each of the one or more session
authentication system server devices 104A-104N may be
communicatively coupled to a plurality of client devices.
For example, session authentication system server device
104 A may be communicatively coupled to a first set of client
devices comprising client device 110A, client device 110B,
and client device 110N; session authentication system server
device 104B may be commumnicatively coupled to a second
set of client devices; and session authentication system
server device 104N may be communicatively coupled to a
third set of client devices.

In some embodiments, the one or more session authenti-

cation system server devices 104A-104N may use a gener-
ated session key to authenticate a session between the one or
more session authentication system server devices 104 A-
104N and one or more client devices 110A-110N. For
example, session authentication system server device 104 A
may generate a first session key to authenticate a session
between session authentication system server device 104 A
and one of client devices 110, and session authentication
system server device 104B may generate a second session
key to authenticate a session between session authentication
system server device 104B and another of client devices 110.
In another example, a single session authentication system
server device 104A may generate a {irst session key to
authenticate a session between session authentication sys-
tem server device 104A and client device 110A, and may
also generate a second session key to authenticate a session
between session authentication system server device 104A
and client device 110B.
The one or more chient devices 110A-110N may be
embodied by any computing device known 1n the art. In
some embodiments, the one or more client devices 110A.-
110N may comprise or be coupled to one or more laptop
computers, smartphones, netbooks, tablet computers, wear-
able devices desktop computers, electronic workstations,
kiosks, automated transaction machines (ATMs), or the like.
The session authentication system 102 may receive infor-
mation from, and transmit information to, the one or more
client devices 110A-110N. For example, the session authen-
tication system 102 may authenticate sessions between the
one or more session authentication system server devices
104A-104N and the one or more client devices 110A-110N.
It will be understood that in some embodiments, the client
devices 110A-110N need not themselves be client devices,
but may be peripheral devices communicatively coupled to
client devices.

In one 1illustrative embodiment, a user may use client
device 110 to log 1n to a website that utilizes one or more
cookies. In response to client device 110 logging in to the
website, session authentication system server device 104
may determine to create a session, generate a request for a
random number, and transmit the request for the random
number to the session authentication system 102. The ses-
sion authentication system 102 may receive the request for
the random number and 1nitiate a process based on any of the
various embodiments or combination of embodiments
described herein that results in generation, by time-bin qubait
decoder 116, of a measured set of time-bin qubits. The
time-bin qubit decoder 116 may then transmit the measured
set of time-bin qubits to the session authentication system
server device 104. The session authentication system server
device 104 may receive the measured set of time-bin qubats,
generate a session key based on the measured set of time-bin
qubits, and transmit (or, 1n some instances, perform a
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quantum key distribution process that includes transmitting)
the session key to client device 110 for use in session
authentication.

In some embodiments, the time-bin qubit encoder 114 and
the time-bin qubit decoder 116 may be configured to respec-
tively generate and measure various time-bin qubits of the
set o time-bin qubits based on multiple optical path lengths,
such as a first optical path length, a second optical path
length different from the first optical path length, and 1n
some embodiments, additional optical path lengths different
from the first or the second optical path length. The difler-
ence in optical path length used for the generation and
measurement of a particular time-bin qubit may thus mani-
fest 1n several arrangements. For instance, a first optical path
length used for generation of a time-bin qubit may be shorter
or longer than a second optical path length used for mea-
surement of the time-bin qubit.

The time-bin qubit decoder 116 1s configured to transmut,
to the session authentication system 102, the measured set of
time-bin qubits generated by measuring the received set of
time-bin qubits. This transmission may occur either via one
or more communications networks 108 or via a non-network
communication path (although in embodiments where the
time-bin qubit decoder 116 comprises a component of the
session authentication system 102, internal conveyance of
the measured set of time-bin qubits may occur via an internal
system bus (not shown for sake of brevity), or may not need
to occur at all). The session authentication system 102 1s
configured to then generate a number based on the measured
set of time-bin qubits (e.g., using all of the qubits 1n the
measured set of time-bin qubits without discarding any of
the qubits 1n the measured set of time-bin qubits). In some
embodiments, the measured set of time-bin qubits may
comprise an entirety of the generated number. But in other
embodiments, the measured set of time-bin qubits may
comprise a plurality of wildcard time-bin qubits comprising
one or more error time-bin qubits, and the generated number
may comprise a binary number comprising the one or more
error time-bin qubits but not all of the other qubits 1n the
measured set of time-bin qubits (e.g., the error time-bin
qubits are not discarded but one or more “correctly” mea-
sured qubits are discarded). In some embodiments, either (1)
the first optical path length 1s not transmitted by the time-bin
qubit encoder 114 or (11) the second optical path length 1s not
transmitted by the time-bin qubit decoder 116. In some
embodiments, the generated number cannot be reproduced
without the first optical path length, the first set of time-bin
qubits, and the second optical path length. But even with all
of this information, the generated number cannot reliably be
recreated due to the randomization introduced by the quan-
tum eflect triggered from use of divergent optical path
lengths during encoding and decoding of the set of time-bin
qubits. In some embodiments, the time-bin qubit decoder
116 may be configured to transmit electronic information
indicative of the second optical path length to the time-bin
qubit encoder 114, the session authentication system 102, or
both. In some embodiments, the time-bin qubit decoder 116
may be configured to not transmit any electronic information
indicative of the second optical path length to any other
device.

In some embodiments, the session authentication system
102 may be configured to generate a session key based on
the generated number. In some embodiments, the session
authentication system 102 may be configured to generate a
seed for pseudo-random number generation based on the
generated number, and generate a pseudo-random number
based on the seed, wherein generation of the session key 1s
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based on the pseudo-random number. In some instances, the
generated number 1s the session key. The session authenti-
cation system 102 may use the generated session key to
authenticate a session between a client device 110 and
another device.

In some embodiments, the session authentication system
102 may be configured to generate a time-dependent quan-
tum encoding schedule comprising a first plurality of optical
path lengths respectively corresponding to a first plurality of
time periods. The session authentication system 102 may be
configured to transmit (e.g., directly, or indirectly through
the central management device 112) the time-dependent
quantum encoding schedule to the time-bin qubit encoder
114. The time-bin qubit encoder 114 may be configured to
receive the time-dependent quantum encoding schedule and
encode qubits based on the time-dependent quantum encod-
ing schedule. For example, an example time-dependent
quantum encoding schedule may comprise electronic infor-
mation 1ndicative of instructions to encode qubits based on
a first optical path length during a first time period (e.g., a
first 10 nanoseconds), a second optical path length during a
second time period (e.g., the next 20 nanoseconds), a third
optical path length during a third time period (e.g., the next
50 nanoseconds), and a fourth optical path length during a
fourth time period (e.g., the next 20 nanoseconds), after
which the time-dependent quantum encoding schedule may
repeat.

In some embodiments, the session authentication system
102 may be configured to generate a time-dependent quan-
tum decoding schedule comprising a second plurality of
optical path lengths respectively corresponding to a second
plurality of time periods. The session authentication system
102 may be configured to transmit (e.g., directly, or indi-
rectly through the central management device 112) the
time-dependent quantum decoding schedule to the time-bin
qubit decoder 116. The time-bin qubit decoder 116 may be
configured to receive the time-dependent quantum decoding
schedule and measure qubits based on the time-dependent
quantum decoding schedule. For example, an example time-
dependent quantum decoding schedule may comprise elec-
tronic information indicative of instructions to measure
time-bin qubits based on a first optical path length during a
first ttime period (e.g., a first 5 nanoseconds), a second
optical path length during a second time period (e.g., the
next 30 nanoseconds), and third first optical path length
during a third time period (e.g., the next 10 nanoseconds),
alter which the time-dependent quantum decoding schedule
may repeat.

It will be appreciated that other patterns of optical path
length selection may be utilized as well. For instance, the
session authentication system 102 may be configured to
generate a unit-dependent quantum encoding schedule, a
unit-dependent quantum decoding schedule, or both. The
session authentication system 102 may be configured to
transmit (e.g., directly, or indirectly through the central
management device 112) the unit-dependent quantum
encoding schedule to the time-bin qubit encoder 114. The
time-bin qubit encoder 114 may be configured to receive the
unit-dependent quantum encoding schedule and generate
time-bin qubits based on the unit-dependent quantum encod-
ing schedule. The session authentication system 102 may be
further configured to transmit (e.g., directly, or indirectly
through the central management device 112) the unit-depen-
dent quantum decoding schedule to the time-bin qubait
decoder 116. The time-bin qubit decoder 116 may be con-
figured to receive the unit-dependent quantum decoding
schedule and measure time-bin qubits based on the unit-
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dependent quantum decoding schedule. For example, an
example unit-dependent quantum encoding schedule may
comprise electronic information indicative of instructions to
encode time-bin qubits based on a first optical path length
for a first number of time-bin qubits (e.g., a first 2 qubaits),
a second optical path length for a second number of time-bin
qubits (e.g., the next 5 qubaits), a third optical path length for
a third number of time-bin qubits (e.g., the next 3 qubaits),
and a fourth optical path length during for a fourth number
of time-bin qubits (e.g., the next 2 qubaits), after which the
unit-dependent quantum encoding schedule may repeat. As
another example, an example unit-dependent quantum
decoding schedule may comprise electronic information
indicative of instructions to measure time-bin qubits based
on a first optical path length for a first number of time-bin
qubits (e.g., a first 2 qubits), a second optical path length for
a second number of time-bin qubits (e.g., the next 4 qubaits),
and a third optical path length during for a third number of
time-bin qubits (e.g., the next 2 qubits), after which the
unit-dependent quantum decoding schedule may repeat.
Other encoding and decoding patterns may be utilized as
well without departing from the scope of the present dis-
closure.

It will further be appreciated that the optical path length
or optical path lengths used by the time-bin qubit encoder
114 may be determined (by, for instance, either the time-bin
qubit encoder 114 or the central management device 112)
without reliance on the optical path length or optical path
lengths used by the time-bin qubit decoder 116. Similarly,
the optical path length or optical path lengths used by the
time-bin qubit decoder 116 may be determined (by, for
instance, either the time-bin qubit encoder 114 or the central
management device 112) without reliance on the optical path
length or optical path lengths used by the time-bin qubait
encoder 114. One example where the determination of an
optical path length or optical path lengths 1s performed
without reliance on another optical path length or optical
path lengths 1s when the optical path length or optical path
lengths used by the time-bin qubit encoder 114 or time-bin
qubit decoder 116 1s or are determined without knowledge of
the optical path length or optical path lengths used by the
other of the time-bin qubit encoder 114 or the time-bin qubait
decoder 116. After all, determination of a first optical path
length without knowledge of a second optical path length
necessarlly means that the determination of the first optical
path length occurs without reliance on the second optical
path length.

However, lack of knowledge 1s not the only situation in
which there can be non-reliance. Another situation 1n which
there can be non-reliance 1s where the entity (e.g., the
time-bin qubit encoder 114, the central management device
112, time-bin qubit decoder 116, or session authentication
system 102) performing the determination of a first optical
path length has knowledge of a second optical path length,
but that knowledge 1s not used by the entity in the determi-
nation of the first optical path length. For example, the
optical path length to be used by the time-bin qubit encoder
114 may be determined without reference to the correspond-
ing optical path length used by the time-bin qubit decoder
116 even though the entity determining the optical path
length to be used by the time-bin qubit encoder 114 has
knowledge of the optical path length used by the time-bin
qubit decoder 116. Similarly, the optical path length to be
used by the time-bin qubit decoder 116 may be determined
without reference to the corresponding optical path length
used by the time-bin qubit encoder 114 even though the
entity determining the optical path length or set of quantum
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to be used by the time-bin qubit decoder 116 may have
knowledge of the optical path length used by the time-bin
qubit encoder 114.

In some embodiments, there may be mutual non-reliance,
such that the optical path length used by the time-bin qubit
encoder 114 1s determined without reliance on the optical
path length used by the time-bin qubit decoder 116, and the
optical path length used by the time-bin qubit decoder 116
1s also determined without reliance on the optical path length
used by the time-bin qubit encoder 114.

In some embodiments, the central management device
112 (which may, 1n some embodiments, be a component of
the session authentication system 102) may determine an
optical path length for use by the time-bin qubit encoder 114
using a pseudo-random optical path length selection tech-
nique, and both the central management device 112 and the
time-bin qubit encoder 114 may never thereafter transmit
information about the selected optical path length. In other
embodiments, the time-bin qubit encoder 114 may itself
select an optical path length for use and may utilize that
selected optical path length without ever transmitting infor-
mation about the selected optical path length to any other
device. Similarly, the central management device 112 may
determine an optical path for use by the time-bin qubait
decoder 116 using a pseudo-random optical path length
selection technique, and both the central management device
112 and the time-bin qubit decoder 116 may never thereafter
transmit information about the selected optical path length.

By way of example, in some embodiments, the selection
of an appropnate optical path length may utilize a frequency
calculation procedure in which a selection frequency for
cach optical path length may be monitored such that the
likelihood that an unselected optical path length 1s selected
during subsequent selections 1s increased until an unselected
optical path length 1s selected. Said differently, in an 1nstance
in which a first optical path length 1s mitially selected, the
remaining optical path lengths may be weighted such that
selection of these optical path lengths on subsequent selec-
tion operations 1s more likely as compared to the first optical
path length. Once these remaining optical path lengths are
selected 1n the future, however, their corresponding weight-
ings may decrease relative to still other unselected optical
path lengths. To duplicate this pseudo-random optical path
length selection technique, an intruder would need to have
insight ito multiple different iterations of the pseudo-
random number generation process, and even then would
need to deduce the weighting scheme. While a frequency
calculation procedure 1s outlined above for selection of an
optical path length for the time-bin qubit encoder 114 or the
time-bin qubit decoder 116, the present disclosure contem-
plates that any known pseudo-random number generation
algorithm (e.g., a middle-square method, mersenne twister,
iversive congruential generator, lagged Fibonacci genera-
tor, linear feedback shift register or the like) may addition-
ally or alternatively be used to pseudo-randomly select the
optical path length for the time-bin qubit encoder 114, the
time-bin qubit decoder 116, or both without departing from
the scope of the disclosure.

Example Implementing Apparatus

The example environments described with reference to
FIGS. 1A-1FE may be embodied by one or more computing
systems, such as: apparatus 200 shown in FIG. 2A, which
represents an example session authentication system 102, a
session authentication system server device 104, or both;
apparatus 220 shown in FIG. 2B, which represents an
example client device 110; apparatus 240 shown in FIG. 2C,
which represents an example central management device
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112; apparatus 260 shown 1n FIG. 2D, which represents an
example time-bin qubit encoder 114; apparatus 270 shown
in FIG. 2E, which represents an example switching device
122; and apparatus 280 shown in FIG. 2F, which represents
an example time-bin qubit decoder 116. As noted previously,
it will be appreciated that in some embodiments, one or
more of the apparatuses described 1n connection with FIGS.
2A-2F may be components of another of these apparatuses
(as one example, the apparatus 240, representing a central
management device 112, may in some embodiments be a
component of apparatus 200, which represents an example
of the session authentication system 102; as another
example, apparatus 260, which represents a time-bin qubait
encoder 114, may 1n some embodiments be a component of
apparatus 240, which represents the central management
device 112; and as yet another example, apparatus 280,
which represents a time-bin qubit decoder 116, may 1n some
embodiments be a component of apparatus 200, which, as

noted above, represents an example session authentication
system 102).

As 1llustrated 1n FIG. 2A, the apparatus 200, representing
an example session authentication system 102 (or, 1n some
instances, a session authentication system server device 104
resident within a session authentication system 102), may
include processing circuitry 202, memory 204, input-output
circuitry 206, classical communications circuitry 208, opti-
cal path length determination circuitry 210, random number
generation (RNG) circuitry 212, pseudo-random number
generation (PRNG) circuitry 214, session authentication
circuitry 216, and quantum key distribution (QKD) circuitry
218. The apparatus 200 may be configured to execute
various operations described above with respect to FIGS.
1A-1E and below with respect to FIGS. 3-5.

In some embodiments, the processing circuitry 202 (and/
Or co-processor or any other processing circuitry assisting or
otherwise associated with the processor) may be in commu-
nication with the memory 204 via a bus for passing infor-
mation among components ol the apparatus. The memory
204 may be non-transitory and may include, for example,
one or more volatile and/or non-volatile memories. In other
words, for example, the memory may be an electronic
storage device (e.g., a computer readable storage medium).
The memory 204 may be configured to store information,
data, content, applications, instructions, or the like, for
enabling the apparatus to carry out various functions in
accordance with example embodiments of the present dis-
closure. For example, the memory 204 may be configured to
store data, control signals, electronic information, and, in
some 1nstances, encoding and decoding schedules. It will be
understood that the memory 204 may be configured to store
any electronic information, data, control signals, schedules,
links, pointers, databases, tables, maps, embodiments,
examples, figures, techniques, processes, operations, tech-
niques, methods, systems, apparatuses, or computer pro-
gram products described herein, or any combination thereof.
The memory 204 may, 1n this regard, host components such
as one or more session authentication system databases 106,
described with reference to FIGS. 1A-1E.

The processing circuitry 202 may be embodied mn a
number of different ways and may, for example, include one
or more processing devices configured to perform 1indepen-
dently. Additionally or alternatively, the processing circuitry
202 may include one or more processors configured in
tandem via a bus to enable independent execution of mnstruc-
tions, pipelining, and/or multithreading. The use of the term
“processing circuitry” may be understood to include a single

10

15

20

25

30

35

40

45

50

55

60

65

26

core processor, a multi-core processor, multiple processors
internal to the apparatus, and/or remote or “cloud” proces-
SOrS.

In an example embodiment, the processing circuitry 202
may be configured to execute instructions stored in the
memory 204 or otherwise accessible to the processor. Alter-
natively or additionally, the processor may be configured to
execute hard-coded functionality. As such, whether config-
ured by hardware or software methods, or by a combination
of hardware with software, the processor may represent an
entity (e.g., physically embodied in circuitry) capable of
performing operations according to an embodiment of the
present disclosure while configured accordingly. As another
example, when the processor 1s embodied as an executor of
soltware 1nstructions, the instructions may specifically con-
figure the processor to perform the algorithms and/or opera-
tions described herein when the instructions are executed.

In some embodiments, the apparatus 200 may include
input-output circuitry 206 that may, 1n turn, be 1 commu-
nication with processing circuitry 202 to provide output to
the user and, 1n some embodiments, to receive an indication
of a user mput such as MZI configuration data (e.g., optical
path length, optical path difference), a control signal (e.g., a
control signal indicative of an optical path length or a set of
optical path lengths; a control signal indicative of an mstruc-
tion to generate time-bin qubits or measure time-bin qubits
according to a particular optical path length or set of optical
path lengths), or a schedule (e.g., a time-dependent quantum
encoding schedule, time-dependent quantum decoding
schedule, a unit-dependent quantum encoding schedule, or a
unit-dependent quantum decoding schedule) provided by a
user. The mput-output circuitry 206 may comprise a user
interface and may include a display that may include a web
user interface, a mobile application, a client device, or any
other suitable hardware or software. In some embodiments,
the input-output circuitry 206 may also include a keyboard,
a mouse, a joystick, a touch screen, touch areas, soit keys,
a microphone, a speaker, or other input-output mechanisms.
The processing circuitry 202 and/or input-output circuitry
206 (which may utilize the processing circuitry 202) may be
configured to control one or more functions of one or more
user interface elements through computer program instruc-
tions (e.g., software, firmware) stored on a memory (e.g.,
memory 204). Input-output circuitry 206 1s optional and, in
some embodiments, the apparatus 200 may not include
input-output circuitry. For example, where the apparatus 200
does not interact directly with the user, the apparatus 200
may generate electronic content for display by one or more
other devices with which one or more users directly interact
and classical communications circuitry 208 of the apparatus
200 may be leveraged to transmit the generated electronic
content to one or more of those devices.

The classical communications circuitry 208 may be any
device or circuitry embodied 1n either hardware or a com-
bination of hardware and software that is configured to
receive and/or transmit data from or to a network and/or any
other device, circuitry, or module in communication with the
apparatus 200. In this regard, the classical communications
circuitry 208 may include, for example, a network interface
for enabling communications with a wired or wireless
communications network. For example, the classical com-
munications circuitry 208 may include one or more network
interface cards, antennae, buses, switches, routers, modems,
and supporting hardware and/or software, or any other
device suitable for enabling communications via a network.
In some embodiments, the communication interface may
include the circuitry for interacting with the antenna(s) to
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cause transmission of signals via the antenna(s) or to handle
receipt of signals received via the antenna(s). These signals
may be transmitted by the apparatus 200 using any of a
number of wireless personal area network (PAN) technolo-
gies, such as Bluetooth® v1.0 through v5.0, Bluetooth Low
Energy (BLE), infrared wireless (e.g., IrDA), ultra-wide-
band (UWB), induction wireless transmission, or any other
suitable technologies. In addition, 1t should be understood
that these signals may be transmitted using Wi-Fi1, NFC,
WiIMAX or other proximity-based communications proto-
cols.

The optical path length determination circuitry 210
includes hardware components designed or configured to
determine, select, choose, or i1dentify: a first optical path
length or set of optical path lengths for encoding or gener-
ating time-bin qubits; a second optical path length or set of
optical path lengths for decoding or measuring time-bin
qubits; or both. In some embodiments, the optical path
length determination circuitry 210 includes hardware com-
ponents designed or configured to: determine the first optical
path length without reliance on the second optical path
length; determine the second optical path length without
reliance on the first optical path length; or both. It will be
understood that the terms “determine,” “determining,” and
“determining,” as recited throughout this disclosure, broadly
and respectively encompass the terms generate, generating,
and generation.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to generate: a first control signal indicative the
determined first optical path length (or, in some instances, an
instruction to generate time-bin qubits based on the deter-
mined first optical path length); a second control signal
indicative the determined second optical path length (or, 1n
some 1nstances, an instruction to measure time-bin qubits
based on the determined second optical path length); or both.
In some embodiments, the optical path length determination
circuitry 210 includes hardware components designed or
configured to generate a third control signal indicative of an
instruction to generate a set of time-bin qubits. In some
embodiments, the first control signal may comprise one or
more links or pointers to the determined first optical path
length contained 1n a database of optical path lengths stored
in memory (e.g., memory 204). In some embodiments, the
second control signal may comprise one or more links or
pointers to the determined second optical path length con-
tained 1n the database of optical path lengths.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to generate: a time-dependent quantum encod-
ing schedule comprising a first plurality of optical path
lengths respectively corresponding to a first plurality of time
periods; a time-dependent quantum decoding schedule com-
prising a second plurality of optical path lengths respectively
corresponding to a second plurality of time periods; or both.
In some embodiments, the optical path length determination
circuitry 210 includes hardware components designed or
configured to generate: a unit-dependent quantum encoding
schedule comprising a first plurality of optical path lengths
respectively corresponding to a first plurality of numbers of
time-bin qubits; a unit-dependent quantum decoding sched-
ule comprising a second plurality of optical path lengths
respectively corresponding to a second plurality of numbers
of time-bin qubits; or both. The optical path length may be
determined by the optical path length determination circuitry
210 using a pseudo-random optical path length selection
technique, as described previously. Subsequently, the optical
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path length determination circuitry 210 may never thereafter
transmit information about any determined optical path
length, except as necessary for instruction of corresponding
time-bin qubit encoder 114 or time-bin qubit decoder 116.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to determine the first optical path length based
on electronic mformation indicative of the second optical
path length (e.g., electronic information indicative of the
second optical path length received by classical communi-
cations circuitry 208 over a communications network from
the time-bin qubit decoder 116). In some embodiments, the
optical path length determination circuitry 210 includes
hardware components designed or configured to determine
the second optical path length based on the electronic
information indicative of the first optical path length (e.g.,
clectronic information indicative of the first optical path
length received by classical communications circuitry 208
over a communications network from the time-bin qubait
encoder 114). In some 1nstances, the first optical path length
and the second optical path length may be different. For
example, the optical path diflerence between the first optical
path length and the second optical path length may be a
non-zero value. In some instances, the optical path differ-
ence between the first optical path length and the second
optical path length may be less than a coherence length of a
time-bin qubit. For example, the coherence length of a
time-bin qubit may be around 100 meters, and the difference
between the first optical path length and the second optical
path length may be less than about 100 microns.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to generate a time-dependent quantum encod-
ing schedule comprising a first plurality of optical path
lengths respectively corresponding to a first plurality of time
periods. In some 1instances, the first control signal may
comprise the time-dependent quantum encoding schedule.
In some embodiments, the optical path length determination
circuitry 210 includes hardware components designed or
configured to generate a time-dependent quantum decoding
schedule comprising a second plurality of optical path
lengths respectively corresponding to a second plurality of
time periods. In some instances, the second control signal
may comprise the time-dependent quantum decoding sched-
ule. In some embodiments, the encoding circuitry 224 may
be configured to generate the set of time-bin qubits based on
the time-dependent quantum encoding schedule. In some
embodiments, the decoding circuitry 226 may configured to
measure the set of time-bin qubits based on the time-
dependent quantum decoding schedule to generate the mea-
sured set of time-bin qubaits.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to generate a unit-dependent quantum encod-
ing schedule comprising a first plurality of optical path
lengths respectively corresponding to a first plurality of
numbers of time-bin qubits. In some instances, the first
control signal may comprise the unit-dependent quantum
encoding schedule. In some embodiments, the optical path
length determination circuitry 210 includes hardware com-
ponents designed or configured to generate a unit-dependent
quantum decoding schedule comprising a second plurality of
optical path lengths respectively corresponding to a second
plurality of numbers of time-bin qubits. In some instances,
the second control signal may comprise the unit-dependent
quantum decoding schedule. In some embodiments, the
encoding circuitry 224 may be configured to generate a set
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of time-bin qubits based on the umt-dependent quantum
encoding schedule. In some embodiments, the decoding
circuitry 226 may configured to measure the set of time-bin
qubits based on the unit-dependent quantum decoding
schedule to generate the measured set of time-bin qubits.

In some embodiments, the optical path length determina-
tion circuitry 210 includes hardware components designed
or configured to determine the first optical path length using
a pseudo-random optical path length selection technique. In
some embodiments, the optical path length determination
circuitry 210 includes hardware components designed or
configured to determine the second optical path length using
the pseudo-random optical path length selection technique.
In some embodiments, the pseudo-random optical path
length selection technique may comprise a frequency cal-
culation procedure.

In some embodiments, the session authentication system
102 may comprise multiple optical path length determina-
tion circuitries 210, such as: one embodied by central
management device 112; one embodied by each time-bin
qubit encoder 114A-114N; one embodied by each time-bin
qubit decoder 116 A-116N; one that controls optical path
length determination for time-bin qubit encoder 114 and
another that controls optical path length determination for
time-bin qubit decoders 116 A-116N; or multiple optical path
length determination circuitries corresponding to any other
suitable arrangement.

The hardware components comprising the optical path
length determination circuitry 210 may, for instance, utilize
processing circuitry 202 to perform various computing
operations and may utilize memory 204 for storage of data
or clectronic information received or generated by the
optical path length determination circuitry 210. The hard-
ware components may further utilize classical communica-
tions circuitry 208 or any other suitable wired or wireless
communications path to communicate with a central man-
agement device 112, a time-bin qubit encoder 114, a time-
bin qubit decoder 116, or any other suitable circuitry or
device described herein.

The RNG circuitry 212 includes hardware components
designed or configured to generate a number based on a
measured set of time-bin qubits generated by a time-bin
qubit decoder 116. For example, the generated number may
be an actual second set of time-bin qubits generated by the
time-bin qubit decoder 116, a number that includes the
second set of time-bin qubits 1n its entirety, a number that
includes only “error” qubits for which a optical path length
used for encoding of a time-bin qubit differs from an optical
path length used for decoding of the time-bin qubit, or any
other suitable number. These hardware components may, for
instance, utilize processing circuitry 202 to perform various
computing operations and may utilize memory 204 {for
storage of data or electronic information recerved or gener-
ated by the RNG circuitry 212. The hardware components
may further utilize classical communications circuitry 208,
or any other suitable wired or wireless communications path
to communicate with a time-bin qubit decoder 116 or any
other suitable circuitry or device described herein.

The PRNG circuitry 214 includes hardware components
designed or configured to receive a seed for pseudo-random
number generation based on the number generated by the
RNG circuitry 212 and then generate a pseudo-random
number based on the seed. These hardware components
may, for instance, utilize processing circuitry 202 to perform
various computing operations and may utilize memory 204
for storage of data or electronic imformation received or
generated by the PRNG circuitry 214.
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The session authentication circuitry 216 includes hard-
ware components designed or configured to generate a
session ID (e.g., a session key) based on a number generated
by the RNG circuitry 212, a pseudo-random number gen-
erated by the PRNG circuitry 214, or both. For example, the
session authentication circuitry 216 may receive the pseudo-
random number from the PRNG circuitry 214 and use the
received pseudo-random number as the session key. In
another example, the session authentication circuitry 216
may receive the generated number from the RNG circuitry
212 and use the generated number as the session key. In yet
another example, the session authentication circuitry 216
may perform a further transformation on a number generated
by the RNG circuitry 212 or a pseudo-random number
generated by the PRNG circuitry 214 (e.g., a convolution of
the number or pseudo-random number with an independent
variable, such as an internal clock time measured by the
apparatus 200), and thereaiter use the result of the further
transformation as the session key. In some embodiments, the
session authentication circuitry 216 may be further config-
ured to generate the session key by (1) setting the session key
equal to a generated number (e.g., a number generated by the
RNG circuitry 214 or the PRNG circuitry 216 based on the
measured set of time-bin qubits), or (11) using the generated
number as a seed i a pseudo-random number generation
procedure, wherein an output of the pseudo-random number
generation procedure comprises the session key. Following
generation of the session key, the session authentication
circuitry 216 may transmit the session key to a client device
110 (and 1n one such embodiment, the session authentication
circuitry 216 may cause QKD circuitry 218 to perform
quantum key distribution of the session key to securely
transmit the session key).

In some embodiments, the session authentication circuitry
216 1ncludes hardware components designed or configured
to subsequently authenticate a session between two or more
devices. In some instances, the session authentication cir-
cuitry 216 may use the generated session key to authenticate
a session on behall of a server device (e.g., a session
authentication system server device 104) and at the request
of a client device 110. For example, the session authentica-
tion circuitry 216 may use a generated first session key to
authenticate a first session on behalf of a session authenti-
cation system server device 104 A and at the request of one
of client devices 110A-110N. In another example, the ses-
s10n authentication circuitry 216 may use a generated second
session key to authenticate a second session between two
other devices, such as session authentication system server
device 104B and at the request of another of the client
devices 110A-110N. In some 1nstances, the session authen-
tication circuitry 216 may receive a key from the client
device 110, and then compare the received key to the
generated session key to determine 1f a match 1s found. If so,
the session authentication circuitry 216 may transmit a
communication to the server device comprising a validation
of the session key received from the client device 110. If not,
then the session authentication circuitry 216 may transmit a
communication to the server device indicating a validation
failure. The hardware components comprising the session
authentication circuitry 216 may, for instance, utilize pro-
cessing circuitry 202 to perform various computing opera-
tions and may utilize memory 204 for storage of data or
clectronic information received or generated by the session
authentication circuitry 216. The hardware components may
further utilize classical communications circuitry 208, or
any other suitable wired or wireless communications path to
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communicate with a remote server device or a client device
110, or any other suitable circuitry or device described
herein.

The QKD circuitry 218 includes hardware components
designed or configured to perform quantum key distribution
of a session key generated by the session authentication
circuitry 216. These hardware components may, {for
instance, utilize processing circuitry 202 to perform various
computing operations and may utilize memory 204 {for
storage of data or electronic information recerved or gener-
ated by the QKD circuitry 218. The hardware components
may further utilize classical communications circuitry 208,
or any other suitable wired or wireless communications path
to commumicate with a client device 110 to distribute a
session 1D to the client device 110, or with any other suitable
circuitry or device described herein.

As 1llustrated 1n FIG. 2B, an apparatus 220 1s shown that
represents an example client device 110. The apparatus 220
includes processing circuitry 202, memory 204, input-output
circuitry 206, and classical communications circuitry 208,
and may optionally include QKD circuitry 218, as described
above 1n connection with FIG. 2A. It will be appreciated that
QKD circuitry 218 1s an optional component of the appa-
ratus 220 1nsofar as 1t 1s only required 11 a session ID (e.g.,
session key) 1s distributed from the session authentication
system 102 to the client device 110 via a QKD procedure
(other key distribution techniques may alternatively be
used). It will be understood, however, that additional com-
ponents providing additional functionality may be included
in the apparatus 220 without departing from the scope of the
present disclosure. The apparatus 220 may be mvolved in
execution of various operations described above with
respect to FIGS. 1A-1FE and below with respect to FIGS. 3-5.

As 1llustrated 1n FIG. 2C, an apparatus 240 1s shown that
represents an example central management device 112. The
apparatus 240 includes processing circuitry 202, memory
204, and classical communications circuitry 208, and may
optionally include 1nput-output circuitry 206, as described
above 1n connection with FIG. 2A. Input-output circuitry
206 1s optional 1n apparatus 240 insofar as 1t 1s only required
in embodiments where a user directly interacts with the
apparatus 240 to provide information needed for optical path
length determination for a time-bin qubit encoder 114 com-
municatively connected to the central management device
112. To this end, the apparatus 240 may also include optical
path length determination circuitry 210, as described above
in connection with FIG. 2A, for the purpose of selecting an
appropriate optical path length for the time-bin qubait
encoder 114.

The apparatus 240 may be configured to execute various
operations described above with respect to FIGS. 1A-1E and
below with respect to FIGS. 3-5. It will be understood,
however, that additional components providing additional
functionality may be included in the apparatus 240 without
departing from the scope of the present disclosure. More-
over, as noted previously, 1n some embodiments the central
management device 112 comprises a component of session
authentication system 102, and in such embodiments, the
components described herein in connection with apparatus
240 shall be understood as comprising components of an
apparatus 200 representing a corresponding session authen-
tication system 102 (or a constituent session authentication
system server device 104 thereot).

As 1llustrated 1n FIG. 2D, an apparatus 260 1s shown that
represents an example time-bin qubit encoder 114. The
apparatus 260 includes classical communications circuitry
208, as described above in connection with FIG. 2A. The
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apparatus 260 additionally includes quantum communica-
tions circuitry 222 to transmit a set of time-bin qubits to a
time-bin qubit decoder 116, and encoding circuitry 224 to
generate the set of time-bin qubits to be transmitted. In
addition, the apparatus 260 may further include processing
circuitry 202 and a memory 204 to facilitate operation of
encoding circuitry 224,

The quantum communications circuitry 222 may be any
device or circuitry embodied 1n either hardware or a com-
bination of hardware and software that 1s configured to
receive and/or transmit photons from or to any other device,
circuitry, or module in communication with the apparatus
260. In this regard, the quantum communications circuitry
222 may include, for example, an optical communications
interface for enabling optical communications over an quan-
tum line (e.g., quantum line 118 shown in FIGS. 1A-1E).

The encoding circuitry 224 includes hardware compo-
nents designed or configured to generate a set of time-bin
qubits and transmuit, directly or indirectly, the set of time-bin
qubits to the decoding circuitry 226. The encoding circuitry
224 may comprise various optoelectronic components, such
as those described previously (including, but not limited to
an MZI1, a light source, a cloud-based light source, a single
photon source, a laser, a modulating circuit, an attenuator, a
deflector, or a combination thereof). In some embodiments,
the encoding circuitry 224 may include additional hardware
components designed or configured to generate time-bin
qubits based on a time-dependent photon generation sched-
ule. Similarly, the encoding circuitry 224 may include
additional hardware components designed or configured to
generate time-bin qubits based on a unit-dependent photon
generation schedule. These hardware components may, for
instance, comprise processing circuitry 202 to perform vari-
ous computing operations and a memory 204 for storage of
data or electronic information received or generated by the
encoding circuitry 224. The hardware components may
turther utilize classical communications circuitry 208 to
communicate with a server device (e.g., a central manage-
ment device 112 or session authentication system server
device 104), or any other suitable circuitry or device
described herein.

In some embodiments, the encoding circuitry 224 may
include hardware components designed or configured to
generate the set of time-bin qubits based on a first optical
path length and transmit, directly or indirectly, the set of
time-bin qubits to the decoding circuitry 226. In some
embodiments, the set of optical path lengths determined by

the optical path length determination circuitry 210 may
comprise a second optical path length different {rom the first
optical path length. In some embodiments, the optical path
difference between the first optical path length (e.g., corre-
sponding to a first MZI comprised by the encoding circuitry
224) and the second optical path length (e.g., corresponding
to a second MZI comprised by the decoding circuitry 226)
may be non-zero value.

In some embodiments, the encoding circuitry 224 may
include additional or alternate hardware components
designed or configured to generate the set of time-bin qubats.
For example, the encoding circuitry 224 may comprise a
laser configured to generate light; an attenuator or deflector
optically coupled to the laser and configured to transform the
generated light into a series of photons; and an MZI optically
coupled to the attenuator or deflector and configured to
transform the generated series of photons into the set of
time-bin qubaits. In another example, the encoding circuitry
224 may comprise a single photon source configured to
generate a series of photons; and an MZI optically coupled
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to the single photon source and configured to transform the
generated series of photons 1nto the set of time-bin qubits. In
yet another example, the encoding circuitry 224 may com-
prise a modulating circuit configured to generate the set of
time-bin qubits.

In some embodiments, the encoding circuitry 224 may
include additional hardware components designed or con-
figured to generate a set ol time-bin qubits based on a
time-dependent quantum encoding schedule comprising a
first plurality of optical path length respectively correspond-
ing to a first plurality of time periods. Similarly, the encod-
ing circuitry 224 may include additional hardware compo-
nents designed or configured to generate a set of time-bin
qubits based on a unit-dependent quantum encoding sched-
ule comprising a first plurality of optical path length respec-

tively corresponding to a first plurality of numbers of qubits
to be encoded.

The apparatus 260 may be configured to execute various
operations described above with respect to FIGS. 1A-1E and
below with respect to FIGS. 3-5. It will be understood,
however, that additional components providing additional
functionality may be included in the apparatus 260 without
departing from the scope of the present disclosure. More-
over, as noted previously, 1n some embodiments the time-bin
qubit encoder 114 comprises a component of a central
management device 112, and in such embodiments, the
components described herein in connection with apparatus
260 shall be understood as comprising components of an
apparatus 240 representing a corresponding central manage-
ment device 112 (or, by extension, ol a session authentica-
tion system 102 (or a constituent session authentication
system server device 104 thereol) in embodiments 1n which
the central management device 112 itself comprises a com-
ponent of one of those devices).

As 1llustrated in FIG. 2E, an apparatus 270 1s shown that
represents an example switching device 122. The apparatus
270 1includes classical communications circuitry 208, as
described above 1n connection with FIG. 2A. The apparatus
260 additionally 1includes quantum communications cir-
cuitry 222 to receive sets of time-bin qubits from a time-bin
qubit encoder (or, 1n some 1nstances, from another switching
device) and to transmit sets or subsets of time-bin qubits to
time-bin qubit decoders (or, 1n some instances, to another
switching device). The apparatus 260 additionally includes
switching circuitry 230 to perform the switching operations
described herein. In addition, the apparatus 270 may further
include processing circuitry 202 and a memory 204 to
facilitate operation of switching circuitry 230.

The switching circuitry 230 includes hardware compo-
nents designed or configured to transmit time-bin qubits
received from the encoding circuitry 224 (e.g., a time-bin
qubit encoder 114), or from another switching circuitry (e.g.,
one or more additional switching devices 122), to one or
more decoding circuitries 226 (e.g., one or more of time-bin
qubit decoders 116 A-116N). For example, the switching
circuitry 230 may transmit a first subset of time-bin qubaits
received from the encoding circuitry 224 to a first decoding
circuitry 226 (e.g., time-bin qubit decoder 116A). In another
example, the switching circuitry 230 may transmit the
second subset of time-bin qubits received from the encoding
circuitry 224 to a second decoding circuitry 226 (e.g.,
time-bin qubit decoder 116B). These hardware components
may utilize quantum communications circuitry 222 to com-
municate with the encoding circuitry 224 (e.g., a time-bin
qubit encoder 114), another switching circuitry (e.g., one or
more additional switching devices 122), decoding circuitry
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226 (e.g., one or more of time-bin qubit decoders 116 A-
116N), or any other suitable circuitry or device described
herein.

As 1illustrated i FIG. 2F, an apparatus 280 1s shown that
represents an example time-bin qubit decoder 116. The
apparatus 280 includes classical communications circuitry
208 and quantum communications circuitry 222, as
described above in connection with FIG. 2D, and addition-
ally includes decoding circuitry 226 to measure a set of
time-bin qubits recerved from a time-bin qubit encoder 114.
Furthermore, 1n similar fashion as described above in con-
nection with FIG. 2D, the apparatus 280 may further option-
ally include processing circuitry 202 and a memory 204 to
facilitate operation of decoding circuitry 226, and may
include optical path length determination circuitry 210 1n
some embodiments where the optical path length, or set of
optical path lengths, selected for decoding of a given set of
time-bin qubits 1s determined by the apparatus 280 and not
by a separate session authentication system 102.

The decoding circuitry 226 includes hardware compo-
nents designed or configured to generate a set of time-bin
qubits by measuring the set of time-bin qubits received from
a time-bin qubit encoder 114 based on a determined set of
optical path lengths. The decoding circuitry 226 may com-
prise various optoelectronic components, such as those
described previously (including, but not limited to, an MZI;
a bit manipulator circuit configured to convert the qubait
measurement nto a stream of classical bits). In some
embodiments, the decoding circuitry 226 may use N optical
path lengths for decoding the time-bin qubits, where N
represents an integer greater than or equal to one. In some
embodiments, the decoding circuitry 226 may be configured
to not transmit electronic information indicative of the
determined set of optical path lengths. In some embodi-
ments, the decoding circuitry 226 includes hardware com-
ponents designed or configured to receirve a control signal
indicative of an instruction to 1mitiate measurement based on
the set of optical path lengths and, in response to receiving
the control signal, measure the set of time-bin qubits based
on the set of optical path lengths.

In some embodiments, the decoding circuitry 226
includes hardware components designed or configured to
determine a set of optical path lengths to use for measure-
ment, receive a set of time-bin qubits, and measure the set
of time-bin qubits based on the determined set of optical
path lengths to generate a measured set of time-bin qubits.
In some embodiments, the decoding circuitry 226 includes
hardware components designed or configured to receive the
set of time-bin qubits while they are not 1n a well-defined
quantum state. In some embodiments, the set of time-bin
qubits may comprise a series of non-polarized photons. A
non-polarized photon may comprise, for example, a photon
whose polarization has not been measured. In some embodi-
ments, the decoding circuitry 226 includes hardware com-
ponents designed or configured to receive the set of time-bin
qubits over a non-polarization maintaining optical fiber.

In some embodiments, the decoding circuitry 226 may
comprise a bit manipulator circuit. The decoding circuitry
226 may include hardware components designed or config-
ured to measure the set of time-bin qubits by measuring a
polarization of the set of time-bin qubits using the deter-
mined set of optical path lengths. The bit manipulator circuit
includes hardware components designed or configured to
convert the measured polarization of the set of time-bin
qubits 1nto the measured set of time-bin qubits.

In some embodiments, the decoding circuitry 226 may
comprise an MZI The decoding circuitry 226 may include
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hardware components designed or configured to control an
optical path length of the MZI based on the determined set
of optical path lengths; and measure, using the MZI, the set
ol time-bin qubits to generate the measured set of time-bin
qubits. In some embodiments, the encoding circuitry 224
may comprise a lirst MZI comprising a first optical path
length, and the decoding circuitry 226 may comprise a
second MZI comprising a second optical path length differ-
ent from the first optical path length, wherein the determined
set of optical path lengths comprises the second optical path
length.

In some embodiments, the decoding circuitry 226 may
include additional hardware components designed or con-
figured to measure time-bin qubits based on a time-depen-
dent decoding schedule comprising a plurality of optical
path lengths respectively corresponding to a plurality of time
periods. As another example, in some embodiments, the
decoding circuitry 226 may include additional hardware
components designed or configured to measure time-bin
qubits based on a unit-dependent decoding schedule com-
prising a plurality of optical path lengths respectively cor-
responding to a plurality of numbers of time-bin qubits to be
measured. These hardware components comprising the
decoding circuitry 226 may, for instance, comprise process-
ing circuitry 202 to perform various computing operations
and a memory 204 for storage of data or electronic infor-
mation received or generated by the decoding circuitry 226.
These hardware components may further comprise classical
communications circuitry 208, quantum communications
circuitry 222, or any suitable wired or wireless communi-
cations path to communicate with a server device (e.g., one
or more session authentication system server devices 104) a
time-bin qubit encoder 114, or any other suitable circuitry or
device described herein. In some 1nstances, the decoding
circuitry 226 may measure the set of time-bin qubits by
measuring the set of time-bin qubits using sensor circuitry
228.

The sensor circuitry 228 includes hardware components
designed or configured to measure received time-bin qubits.
For example, the sensor circuitry 228 may comprise one or
more sensors such as photodetectors, photodiodes, cameras,
or any other suitable devices or optoelectronic components.
These hardware components may, for instance, utilize pro-
cessing circuitry 202 to perform various computing opera-
tions and may utilize memory 204 for storage of data or
clectronic information received or generated by the sensor
circuitry 228.

The apparatus 280 may be configured to execute various
operations described above with respect to FIGS. 1A-1E and
below with respect to FIG. 3-5. It will be understood,
however, that additional components providing additional
functionality may be included in the apparatus 280 without
departing from the scope of the present disclosure. More-
over, as noted previously, in some embodiments the time-bin
qubit decoder 116 comprises a component of a session
authentication system 102, and in such embodiments, the
components described herein in connection with apparatus
280 shall be understood as comprising components of an
apparatus 200 representing a corresponding session authen-
tication system 102 (or a constituent session authentication
system server device 104 thereot).

In some embodiments, the optical path length determina-
tion circuitry 210, the encoding circuitry 224, the decoding,
circuitry 226, or a combination thereol may be configured to
control an optical path length of an MZI, such as by
increasing or decreasing the temperature, moving an optical
component (such as a light source, mirror, beam-splitter, or
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photodetector), increasing or decreasing the refractive index
ol a portion of the optical path length, utilizing any other
suitable technique for controlling the optical path length, or
a combination thereof.

In one 1illustrative example, the determined set of optical
path lengths may comprise one or more determined physical
lengths for an optical path. The optical path length deter-
mination circuitry 210, the encoding circuitry 224, or both
may be configured to control an optical path length of an
MZI used to generate a set of time-bin qubits based on the
set of optical path lengths by selecting one of the physical
lengths 1n the determined set of optical path lengths and
moving (e.g., using a servo motor and a servo motor
controller) an optical component (e.g., light source, mirror,
beam-splitter, photodetector) such that the physical length of
the optical path 1s substantially equal to the selected physical
length. The optical path length determination circuitry 210,
the decoding circuitry 226, or both may be configured to
control an optical path length of an MZI used to measure a
received set of time-bin qubits based on the set of optical
path lengths by selecting one of the physical lengths in the
determined set of optical path lengths and moving (e.g.,
using a servo motor and a servo motor controller) an optical
component (e.g., light source, mirror, beam-splitter, photo-
detector) such that the physical length of the optical path 1s
substantially equal to the selected physical length.

In another illustrative example, the determined set of
optical path lengths may comprise one or more determined
temperatures for an optical path. The optical path length
determination circuitry 210, the encoding circuitry 224, or
both may be configured to control an optical path length of
an MZ1 used to generate a set of time-bin qubits based on the
set of optical path lengths by selecting one of the tempera-
tures 1n the determined set of optical path lengths and
heating or cooling (e.g., using a thermoelectric temperature
controller, a heating element, a MEMS heater) the optical
path (or a component in thermal communication with the
optical path) such that the temperature of the optical path 1s
substantially equal to the selected temperature. The optical
path length determination circuitry 210, the decoding cir-
cuitry 226, or both may be configured to control an optical
path length of an MZI used to measure a received set of
time-bin qubits based on the set of optical path lengths by
selecting one of the temperatures in the determined set of
optical path lengths and heating or cooling (e.g., using a
thermoelectric temperature controller, a heating element, a
MEMS heater) the optical path (or a component 1n thermal
communication with the optical path) such that the tempera-
ture of the optical path 1s substantially equal to the selected
temperature.

In yet another illustrative example, the determined set of
optical path lengths may comprise one or more determined
media or optical components (e.g., phase shifters, lenses,
non-linear crystals, polarizers, wave plates, and other suit-
able media) for an optical path. The optical path length
determination circuitry 210, the encoding circuitry 224, or
both may be configured to control an optical path length of
an MZI used to generate a set of time-bin qubits based on the
set of optical path lengths by selecting one of the media or
optical components 1n the determined set of optical path
lengths and 1nserting or removing (e.g., using a servo motor
and a servo motor controller) the selected medium or optical
component mto or out of the optical path. The optical path
length determination circuitry 210, the decoding circuitry
226, or both may be configured to control an optical path
length of an MZI used to measure a received set of time-bin
qubits based on the set of optical path lengths by selecting
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one of the media or optical components in the determined set
of optical path lengths and inserting or removing (e.g., using
a servo motor and a servo motor controller) the selected
medium or optical component 1into or out of the optical path.

In some embodiments, the optical path length determina-
tion circuitry 210, the encoding circuitry 224, the decoding
circuitry 226, or a combination thereol may be configured to
control an optical path length of an MZI by causing the
optical path length to change over time based on a time-
dependent encoding schedule, a time-dependent decoding
schedule, or both. For example, the optical path length
determination circuitry 210, the encoding circuitry 224, the
decoding circuitry 226, or a combination thereof may be
configured to control an optical path length of an MZI over
time by moving (e.g., stepping, shaking, vibrating) an opti-
cal component between two or more positions defined by the
time-dependent encoding schedule, the time-dependent
decoding schedule, or both. In another example, the optical
path length determination circuitry 210, the encoding cir-
cuitry 224, the decoding circuitry 226, or a combination
thereol may be configured to control an optical path length
of an MZI over time by changing (e.g., by applying a set of
pulses to a resistive heating element or a thermoelectric
device) the temperature of an optical path over time between
two or more temperatures defined by the time-dependent
encoding schedule, the time-dependent decoding schedule,
or both. In yet another example, the optical path length
determination circuitry 210, the encoding circuitry 224, the
decoding circuitry 226, or a combination thereof may be
configured to control an optical path length of an MZI over
time by changing the media (e.g., by moving an optical
component into and out of the optical path) of an optical path
over time according to the time-dependent encoding sched-
ule, the time-dependent decoding schedule, or both.

In some embodiments, the optical path length determina-
tion circuitry 210, the encoding circuitry 224, the decoding,
circuitry 226, or a combination thereol may be configured to
control an optical path length of an MZI by causing the
optical path length to change over a number (e.g., a prede-
termined number, a non-predetermined number) of time-bin
qubits based on a unit-dependent encoding schedule, a
unit-dependent decoding schedule, or both. For example, the
optical path length determination circuitry 210, the encoding
circuitry 224, the decoding circuitry 226, or a combination
thereol may be configured to control an optical path length
of an MZI over a number of time-bin qubits by moving (e.g.,
stepping, shaking, vibrating) an optical component between
two or more positions every N-th time-bin qubit (where N
represents an mteger greater than or equal to one) defined by
the umit-dependent encoding schedule, the unit-dependent
decoding schedule, or both. In another example, the optical
path length determination circuitry 210, the encoding cir-
cuitry 224, the decoding circuitry 226, or a combination
thereof may be configured to control an optical path length
of an MZI over a number of time-bin qubits by changing
(c.g., by applying a set of pulses to a resistive heating
clement or a thermoelectric device) the temperature of an
optical path every M-th time-bin qubit (where M represents
an integer greater than or equal to one) between two or more
temperatures defined by the unit-dependent encoding sched-
ule, the unit-dependent decoding schedule, or both. In yet
another example, the optical path length determination cir-
cuitry 210, the encoding circuitry 224, the decoding circuitry
226, or a combination thereol may be configured to control
an optical path length of an MZI over time by changing the
media (e.g., by moving an optical component into and out of
the optical path) of an optical path every L-th time-bin qubit
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(where L represents an integer greater than or equal to one)
according to the umit-dependent encoding schedule, the
unmit-dependent decoding schedule, or both.

Although some of these components of apparatuses 200,
220, 240, 260, 270, and 280 are described with respect to
their functional capabilities, it should be understood that the
particular implementations necessarily include the use of
particular hardware to implement such functional capabili-
ties. It should also be understood that certain of these
components may include similar or common hardware. For
example, two sets of circuitry may both leverage use of the
same processor, network interface, quantum communica-
tions interface, optoelectronic components, storage medium,
or the like to perform their associated functions, such that
duplicate hardware 1s not required for each set of circuitry.
It should also be appreciated that, 1n some embodiments, one
or more ol these components may include a separate pro-
cessor, specially configured field programmable gate array
(FPGA), application specific interface circuit (ASIC), or
cloud utility to perform its corresponding functions as
described herein.

The use of the term “circuitry” as used herein with respect
to components of apparatuses 200, 220, 240, 260, 270, and
280 therefore includes particular hardware configured to
perform the functions associated with respective circuitry
described herein. Of course, while the term “circuitry”
should be understood broadly to imnclude hardware, 1n some
embodiments, circuitry may also include software for con-
figuring the hardware. For example, in some embodiments,
“circuitry” may include processing circuitry, storage media,
network 1nterfaces, quantum communications interfaces,
input-output devices, optoelectronic components, and other
components. In some embodiments, other elements of appa-
ratuses 200, 220, 240, 260, 270, and 280 may provide or
supplement the functionality of particular circuitry. For
example, the processing circuitry 202 may provide process-
ing functionality, memory 204 may provide storage func-
tionality, and classical communications circuitry 208 may
provide network interface functionality, among other fea-
tures.

In some embodiments, various components ol one or
more of the apparatuses 200, 220, 240, 260, or 280 may be
hosted remotely (e.g., by one or more cloud servers) and
thus need not physically reside on the corresponding appa-
ratus 200, 220, 240, 260, or 280. Thus, some or all of the
functionality described herein may be provided by third
party circuitry. For example, a given apparatus 200, 220,
240, 260, or 280 may access one or more third party
circuitries via any sort ol networked connection that facili-
tates transmission of data and electronic information
between the apparatus 200, 220, 240, 260, or 280 and the
third party circuitries. In turn, that apparatus 200, 220, 240,
260, or 280 may be 1n remote communication with one or
more of the other components describe above as comprising
the apparatus 200, 220, 240, 260, or 280.

As will be appreciated, computer program instructions
and/or other type of code may be loaded onto a computer,
processor or other programmable apparatus’s circuitry to
produce a machine, such that the computer, processor, or
other programmable circuitry that executes the code on the
machine creates the means for implementing various func-
tions described herein.

As described above and as will be appreciated based on
this disclosure, embodiments of the present disclosure may
be configured as systems, apparatuses, methods, optoelec-
tronic devices, mobile devices, backend network devices,
computer program products, other suitable devices, and
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combinations thereol. Accordingly, embodiments may com-
prise various means 1ncluding entirely of hardware or any
combination of software with hardware. Furthermore,
embodiments may take the form of a computer program
product on at least one non-transitory computer-readable
storage medium having computer-readable program instruc-
tions (e.g., computer soltware) embodied 1n the storage
medium. Any suitable computer-readable storage medium
may be utilized including non-transitory hard disks, CD-
ROMs, flash memory, optical storage devices, or magnetic
storage devices.

FIG. 3 illustrates an example table 300 comprising
example sets of time-bin qubits. As shown in FIG. 3,
example table 300 includes a time-bin qubit encoder (e.g.,
time-bin qubit encoder 114) that generates a set of time-bin
qubits (*11000110”") using a first MZI (e.g., comprising a
first optical path length). The time-bin qubit encoder trans-
mits the generated set of time-bin qubits over a quantum line
(e.g., quantum line 118) to a time-bin qubit decoder (e.g.,
time-bin qubit decoder 116) or, 1n some 1nstances, a switch-
ing device (e.g., switching device 122). The time-bin qubait
decoder receives the set of time-bin qubits from the time-bin
qubit encoder (or, in some instances, from the switching
device) and measures the received set of time-bin qubits
using a second MZI (e.g., comprising a second optical path
length different from the first optical path length) to generate
a measured set of time-bin qubits. When the time-bin qubait

decoder measures a time-bin qublt the measured time-bin
qubit 1s referred to herein as a “wildcard time-bin qubit” that
has a first probability (e.g., a fifty percent chance) of being
correct and a second probability (e.g., a fifty percent chance)
of being incorrect based on quantum uncertainty and the
indeterminacy of quantum states. In the example 1llustrated
in FIG. 3, the time-bin qubit decoder generates a measured
set of time-bin qubits (“10000010”) that includes eight
wildcard time-bin qubits (e.g., the first measured time-bin
qubit “17; the second measured time-bin qubit “0”; the third
measured time-bin qubit *“0”; the fourth measured time-bin
qubit “07; the fifth measured time-bin qubit “0”; the sixth
measured time-bin qubit “0”; the seventh measured time-bin
qubit “17; and the eighth measured time-bin qubit “0”) and
two error time-bin qubits (e.g., the second measured time-
bin qubit “0” and the sixth measured time-bin qubit “0”).

It will be understood, however, that even 1f the time-bin
qubit decoder were to store the received set of time-bin
qubits and measure the received set of time-bin qubits a
second time, the probability of decoding accuracy when
using the second MZI will ensure that a new measured set
of time-bin qubits may not be the same as the original
measured set of time-bin qubits. For instance, the new
measured set of time-bin qubits generated by the time-bin
qubit decoder may correctly measure the second time-bin
qubit, but may measure the sixth time-bin qubit 1n error.
Accordingly, even i a perpetrator were to deduce the
transmitted set of time-bin qubits (“110001107), there 1s no
way for that perpetrator to deduce the measured set of
time-bin qubits (“100000107") from the original set of time-
bin qubits. Thus, the session authentication system may use
the measured set of time-bin qubits (“10000010”) as a
session ID or as the seed for a pseudo-random number
generator that generates a session ID. Although an 8 time-
bin qubit example 1s 1llustrated in FIG. 3, 1n some embodi-
ments, a larger number of time-bin qubits may be utilized
(e.g., 256 qubits, 1048 qubits). Regardless of the number of
time-bin qubits used, a chance of error will remain for each
qubit measured using the second MZI
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FIG. 4 1illustrates an example table 400 comprising
example sets of time-bin qubits. As shown in FIG. 4,
example table 400 includes a time-bin qubit encoder (e.g.,
time-bin qubit encoder 114) that generates a set of time-bin
qubits (*“11000110") using a first MZI (e.g., comprising a
first optical path length). The generated set of time bin qubits
comprises a lirst subset of time-bin qubits (e.g., the first four
time-bin qubits of the eight time-bin qubit sequence) and a
second subset of time-bin qubits (e.g., the last four time-bin
qubits of the eight time-bin qubit sequence). The time-bin
qubit encoder transmits, via a switching device (e.g., switch-
ing device 122), the generated first subset of time-bin qubits
to a first time-bin qubit decoder (e.g., time-bin qubit decoder
116 A) and the generated second subset of time-bin qubits to
a second time-bin qubit decoder (e.g., time-bin qubait
decoder 116B). The first time-bin qubit decoder receives the
first subset of time-bin qubits and measures the recerved first
subset of time-bin qubits using a second MZI (e.g., com-
prising a second optical path length) to generate a first
measured subset of time-bin qubits. When the first time-bin
qubit decoder measures a time-bin qubit, the measured
time-bin qubit 1s a wildcard time-bin qubit that has a first
probability (e.g., a fifty percent chance) of being correct and
a second probability (e.g., a fifty percent chance) of being
incorrect based on quantum uncertainty and the indetermi-
nacy ol quantum states. In the example 1llustrated in FIG. 4,
the first time-bin qubit decoder generates a first measured set
of time-bin qubits (*“1000”) that includes four wildcard
time-bin qubits (e.g., the first measured time-bin qubit “17;
the second measured time-bin qubit “07; the third measured
time-bin qubit “0”; and the fourth measured time-bin qubit
“0”) and one error time-bin qubit (e.g., the second measured
time-bin qubit “07).

It will be understood, however, that even 1f the first subset
of time-bin qubits were stored and measured a second time,
the probabaility of decoding accuracy when using the second
MZI will ensure that generating the first measured subset of
time-bin qubits a second time may not produce the same
outcome as generating the first measured subset of time-bin
qubits the first time. For instance, the first time-bin qubait
decoder may correctly measure the first, third, and fourth
time-bin qubits, but may measure the second time-bin qubit
in error. Accordingly, even if a perpetrator were to deduce
the first transmitted subset of time-bin qubits (“11007°), there
1s no way for that perpetrator to deduce whether the first
measured subset of time-bin qubits 1n this example 1s correct
or contains error time-bin qubits 1n the second or the fourth
time-bin qubit. In other words, the first measured subset of
time-bin qubits could be “1100, “1101”, “1000”, or “1001,”
with equal probability. Thus, the first measured subset of
time-bin qubits may be used as a session ID or may be used
as the seed for a pseudo-random number generator that
generates a session ID.

A similar fact holds true regarding the second measured
subset of time-bin qubits. In the example 1llustrated 1n FIG.
4, the second time-bin qubit decoder receives the second
subset of time-bin qubits and measures the received second
subset of time-bin qubits using a third MZI (e.g., comprising,
a third optical path length) to generate a second measured
subset of time-bin qubits. When the second time-bin qubit
decoder measures a time-bin qubit, the measured time-bin
qubit 1s a wildcard time-bin qubait that has a third probabaility
(e g.. a fifty percent chance) of being correct and a fourth
probability (e.g., a fifty percent chance) of being incorrect
based on quantum uncertainty and the indeterminacy of
quantum states. In the example illustrated 1in FIG. 4, the
second time-bin qubit decoder generates a second measured
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subset of time-bin qubits (00107 that comprises one error
time-bin qubit (e.g., the second time-bin qubit “07).

It will be understood, however, that even 1f the second
subset of time-bin qubits were stored and measured a second
time, the probability of decoding accuracy when using the
third MZI will ensure that generating the second measured
subset of time-bin qubits a second time may not produce the
same outcome as generating the second measured subset of
time-bin qubits the first time. For instance, the second
time-bin qubit decoder may correctly measure the first, third,
and fourth time-bin qubits, but may measure the second
time-bin qubit 1 error. Accordingly, even if a perpetrator
were to deduce the second transmitted subset of time-bin
qubits (“01107), there 1s no way for that perpetrator to
deduce whether the second measured subset of time-bin
qubits 1n this example 1s correct or contains an error time-bin
qubit 1n the second measured time-bin qubait. In other words,
the second measured subset of time-bin qubits could be
“01107, “01117, *“00107, or “0011,” with equal probability.
Thus, the second measured subset of time-bin qubits may be
used as a session ID or may be used as the seed for a
pseudo-random number generator that generates a session
ID.

In some embodiments which are not shown 1n FIG. 4 for
the sake of brevity, each time-bin qubit decoder may receive
a set of time-bin qubits and use alternative first, second, and
third optical path lengths to measure the set of time-bin
qubits. In this situation, the generated second set of time-bin
qubits 1includes a higher likelthood of error. Still other sets
of optical path lengths used for measuring received sets of
time-bin qubits may be selected, as described previously.
Accordingly, the amount of randomness introduced 1nto the
measured set ol time-bin qubits may be increased by
increasing the mismatch between the optical path lengths
used for encoding and decoding of time-bin qubits.

Having described specific components of example
devices and circuitries mvolved 1n various embodiments
contemplated herein, example procedures for session
authentication are described below 1n connection with FIG.
5.

Example Operations for Time-Bin Quantum Session
Authentication

Turning to FIG. 5, example flowchart 500 1s 1llustrated
that contains example operations for time-bin quantum
session authentication according to example embodiments.
The operations illustrated 1n FIG. 5 may, for example, be
performed by one or more of the apparatuses shown in
FIGS. 1A-1E, and described in FIGS. 2A-2F, such as:
apparatus 200, which illustrates an example session authen-
tication system 102 or, in some 1nstances, an example
session authentication system server device 104; apparatus
220, which illustrates an example client device 110; appa-
ratus 240, which 1llustrates an example central management
device 112; apparatus 260, which illustrates an example
time-bin qubit encoder 114; apparatus 270, which illustrates
an example switching device 122; or apparatus 280, which
illustrates an example time-bin qubit decoder 116. Although
the following operations are described as being performed
by one or another of apparatuses 200, 220, 240, 260, 270, or
280, 1t will be understood that this manner of description 1s
for ease ol explanation and should not be interpreted as
meaning that others of apparatuses 200, 220, 240, 260, 270,
or 280 cannot perform such operations (such as 1n embodi-
ments 1 which, for instance, one or more of these appara-
tuses comprise components of another of these apparatuses).
The various operations described 1n connection with FIG. 5
may be performed by one of apparatuses 200, 220, 240, 260,
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270, or 280, and by or through the use of one or more
corresponding processing circuitry 202, memory 204, input-
output circuitry 206, classical communications circuitry
208, optical path length determination circuitry 210, RNG
circuitry 212, PRNG circuitry 214, session authentication
circuitry 216, QKD circuitry 218, quantum communications
circuitry 222, encoding circuitry 224, decoding circuitry
226, sensor circuitry 228, switching circuitry 230, any other
suitable circuitry, or any combination thereof.

Optionally, as shown by optional operation 502, a first
apparatus (e.g., apparatus 260) comprising a time-bin qubait
encoder 114 includes means for receiving a control signal
indicative of an instruction to generate a set of time-bin
qubits. The means for generating the photonic control signal
may be any suitable means, such as classical communica-
tions circuitry 208.

As shown by operation 504, the first apparatus (e.g.,
apparatus 260) comprising the time-bin qubit encoder 114
includes means for generating a set of time-bin qubits. The
means for generating the set of time-bin qubits may be any
suitable means, such as encoding circuitry 224. It will be
understood that although a time-bin qubit encoder 114
generates a set of time-bin qubaits, other devices 1llustrated 1n
the environments of FIGS. 1A-1E may perform preliminary
operations Tfacilitating performance ol operation 504. In
some embodiments, the encoding circuitry 224 may be
configured to generate the set of time-bin qubits 1n response
to receipt of the control signal at optional operation 502.

As shown by operation 506, the first apparatus (e.g.,
apparatus 260) comprising the time-bin qubit encoder 114
includes means for transmitting the set of time-bin qubits
over a quantum line (e.g., quantum line 118, quantum line
124) to a time-bin qubit decoder 116 or, 1n some 1nstances,
to a switching device 122. The means for transmitting the set
of time-bin qubits may be any suitable means, such as
quantum communications circuitry 222 described with ret-
erence to FIG. 2D. The quantum line may be any suitable
quantum line, such as a non-polarization maintaining optical
fiber.

As shown by operation 3508, a second apparatus (e.g.,

apparatus 280) comprising a time-bin qubit decoder 116
includes means for determining a set of optical path lengths.
In some 1nstances, the determined set of optical path lengths
may comprise a second optical path length. The second
optical path length may be the same as, or different from, a
first optical path length used to encode one or more time-bin
qubits 1n the set of time-bin qubits generated at operation
504. The means for determining the set of optical path
lengths may be any suitable means, such as optical path
length determination circuitry 210. In some embodiments,
cither the time-bin qubit decoder 116 itself, the central
management device 112, or a session authentication system
102 (in embodiments where the central management device
112 1s a component thereol) may invoke optical path length
determination circuitry 210 to determine the set of optical
path lengths. In some embodiments, as noted previously, the
optical path length determination circuitry 210 may utilize a
pseudo-random optical path length selection technique for
identifying one or more optical path lengths to utilize in the
determined set of optical path lengths. Moreover, this
pseudo-random optical path length selection technique may
identify not just a set of optical path lengths to use, but may
also 1dentily one or another decoding schedule (e.g., a
time-dependent decoding schedule or a unit-dependent
decoding schedule, or another encoding schedule altogether)
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governing when to use each optical path length 1n the set of
optical path lengths for decoding of the set of time-bin
qubits.

As shown by operation 510, the second apparatus (e.g.,
apparatus 280) comprising the time-bin qubit decoder 116
includes means for receiving the set of time-bin qubits over
the quantum line (e.g., quantum line 118, quantum line 124)
from the time-bin qubit encoder 114 or, 1n some 1nstances,
from the switching device 122. The means for recerving the
set of time-bin qubits may be any suitable means, such as
quantum communications circuitry 222.

As shown by operation 512, the second apparatus (e.g.,
apparatus 280) comprising the time-bin qubit decoder 116
includes means for decoding the set of time-bin qubits based
on the determined set of optical path lengths to generate a
measured set of time-bin qubits. The means for generating
the measured set of time-bin qubits may be any suitable
means, such as decoding circuitry 226 of apparatus 280,
described with reterence to FIG. 2F. In some embodiments,
the decoding circuitry 226 may be configured to receive or
retrieve the determined set of optical path lengths based on
a control signal.

As shown by operation 514, a third apparatus (e.g.,
apparatus 200) comprising a session authentication system
server device 104 includes means for generating a number
based on the measured set of time-bin qubits. The means for
generating the number may be any suitable means, such as
RNG circuitry 212 described with reference to FIG. 2A. For
instance, the measured set of time-bin qubits may be
“10000010”. In one example, the generated number may be
the measured set of time-bin qubits “10000010”. In another
example, the generated number may be a number that
includes the measured set of time-bin qubits 1n 1ts entirety,
such as “1000001000000000”. It will be understood that 1n
embodiments where the apparatus 200 comprises a distinct
apparatus from apparatus 280, an intervening operation may
take place 1n which the apparatus 280 comprises means,
such as classical communications circuitry 208, for trans-
mitting the measured set of time-bin qubits to the apparatus
200 (and the apparatus 200 includes corresponding classical
communications circuitry 208 for receiving the measured set
ol time-bin qubits).

Optionally, as shown by optional operation 516, the third
apparatus (e.g., apparatus 200) comprising a session authen-
tication system server device 104 includes means for gen-
crating a session key based on the generated number. The
means for generating the session key may be any suitable
means, such as RNG circuitry 212, PRNG circuitry 214,
session authentication circuitry 216, QKD circuitry 218, or
a combination thereol. For example, the PRNG circuitry 214
may be configured to use the generated number as a seed for
pseudo-random number generation, and to generate a
pseudo-random number based on the seed, and then to
transmit the pseudo-random number to the session authen-
tication circuitry 216. The session authentication circuitry
216 may receive the pseudo-random number and generate
the session key based on the pseudo-random number. In
some 1nstances, session authentication circuitry 216 may
receive a number directly from RNG circuitry 212 and may
generate the session key based directly on the generated
number. In this regard, in some embodiments, the generated
number may be the session key. In other instances, the
pseudo-random number may be the session key. In still other
instances, the session authentication circuitry 216 may per-
form a transformation on the pseudo-random number (e.g.,
convolution with another variable, such as time) to arrive at
the session key. In some embodiments, the session authen-
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tication circuitry 216 may then transmit the generated ses-
sion key to a client device 110 (e.g., via invoking QKD
circuitry 218 to eflect secure transmission of the session
key), and may thereafter use the generated session key to
authenticate a session between two devices, such as between
the client device 110 and another device (e.g., a session
authentication system server device 104 hosting a session
accessed by the client device 110). Operation 518 is 1llus-
trated as optional 1nsofar as the number generated 1n opera-
tion 516 may be used 1n theory for a variety of purposes, and
not just within the context of session key generation.

It will be understood that although operations 514 and 516
are described above to illustrate practical applications of
some example embodiments described herein, the number
generated 1n operation 514 may in other embodiments be
used for a variety of additional or alternative purposes (e.g.,
for gaming devices, statistics, cryptography, or the like) that
may not necessarily fall within the context of session
authentication.

In some embodiments, operations 302, 504, 506, 508,
510, 512, 514, and 516 may not necessarily occur in the
order depicted 1n FIG. 5, and 1n some cases one or more of
the operations depicted 1 FIG. 5 may occur substantially
simultaneously, or additional steps may be involved before,
after, or between any of the operations shown 1n FIG. 5.

As noted previously, there are many advantages of these
and other embodiments described herein. In all cases, how-
ever, example embodiments of the present disclosure
enhance the session authentication procedure by providing a
session key that has truly random elements, which facilitate
the generation of a session ID that cannot be reproduced by
a third party.

FIG. 5 thus illustrates an example flowchart 500 describ-
ing the operation of various systems (e.g., session authen-
tication system 102 described with reference to FIGS.
1A-1E), apparatuses (e.g., the apparatuses 200, 220, 240,
260, 270, and 280 described with reference to FIGS. 2A-2F),
methods, and computer program products according to
example embodiments contemplated herein. It will be
understood that each operation of the tlowchart, and com-
binations of operations in the flowchart, may be imple-
mented by various means, such as hardware, firmware,
processor, circuitry, and/or other devices associated with
execution of software including one or more computer
program 1nstructions. For example, one or more of the
procedures described above may be performed by execution
of computer program 1instructions. In this regard, the com-
puter program instructions that, when executed, cause per-
formance of the procedures described above may be stored
by a memory (e.g., memory 204) of an apparatus (e.g.,
apparatus 200, 220, 240, 260, 270, or 280) and executed by
a processor (e.g., processing circuitry 202) of the apparatus.
As will be appreciated, any such computer program instruc-
tions may be loaded onto a computer or other programmable
apparatus (e.g., hardware) to produce a machine, such that
the resulting computer or other programmable apparatus
implements the tunctions specified in the flowchart opera-
tions. These computer program instructions may also be
stored 1 a computer-readable memory that may direct a
computer or other programmable apparatus to function 1n a
particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture, the execution of which implements the functions speci-
fied 1n the flowchart operations. The computer program
instructions may also be loaded onto a computer or other
programmable apparatus to cause a series of operations to be
performed on the computer or other programmable appara-
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tus to produce a computer-implemented process such that
the mnstructions executed on the computer or other program-

mable apparatus provide operations for implementing the
tunctions specified in the tlowchart operations.

The tflowchart operations described with reference to FIG.
5 support combinations of means for performing the speci-
fied tunctions and combinations of operations for performs-
ing the specified tunctions. It will be understood that one or
more operations of the flowchart, and combinations of
operations 1n the tlowchart, can be implemented by special
purpose hardware-based computer systems which perform
the specified functions, or combinations of special purpose
hardware and computer instructions.

CONCLUSION

While various embodiments in accordance with the prin-
ciples disclosed herein have been shown and described
above, modifications thereol may be made by one skilled 1n
the art without departing from the teachings of the disclo-
sure. The embodiments described herein are representative
only and are not intended to be limiting. Many variations,
combinations, and modifications are possible and are within
the scope of the disclosure. Alternative embodiments that
result from combining, integrating, and/or omitting features
of the embodiment(s) are also within the scope of the
disclosure. Accordingly, the scope of protection 1s not lim-
ited by the description set out above, but 1s defined by the
claims which follow, that scope including all equivalents of
the subject matter of the claims. Fach and every claim 1s
incorporated as further disclosure into the specification and
the claims are embodiment(s) of the present disclosure.
Furthermore, any advantages and features described above
may relate to specific embodiments, but shall not limit the
application of such 1ssued claims to processes and structures
accomplishing any or all of the above advantages or having
any or all of the above features.

In addition, the section headings used herein are provided
for consistency with the suggestions under 37 C.F.R. § 1.77
or to otherwise provide organizational cues. These headings
shall not limit or characterize the disclosure set out in any
claims that may 1ssue from this disclosure. For instance, a
description of a technology 1n the “Background™ 1s not to be
construed as an admission that certain technology 1s prior art
to any disclosure in this disclosure. Neither 1s the “Sum-
mary” to be considered as a limiting characterization of the
disclosure set forth in 1ssued claims. Furthermore, any
reference 1n this disclosure to “disclosure” or “embodiment™
in the singular should not be used to argue that there 1s only
a single point of novelty 1n this disclosure. Multiple embodi-
ments of the present disclosure may be set forth according,
to the limitations of the multiple claims 1ssuing from this
disclosure, and such claims accordingly define the disclo-
sure, and their equivalents, that are protected thereby. In all
instances, the scope of the claims shall be considered on
their own merits 1n light of this disclosure, but should not be
constrained by the headings set forth herein.

Also, techniques, systems, subsystems, and methods
described and illustrated 1n the various embodiments as
discrete or separate may be combined or integrated with
other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other
devices or components shown or discussed as coupled to, or
in communication with, each other may be indirectly
coupled through some intermediate device or component,
whether electrically, mechanically, or otherwise. Other
examples of changes, substitutions, and alterations are ascer-
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tainable by one skilled in the art and could be made without
departing ifrom the scope disclosed herein.

Many modifications and other embodiments of the dis-
closure set forth herein will come to mind to one skilled 1n
the art to which these embodiments pertain having the
benellt of teachings presented 1n the foregoing descriptions
and the associated figures. Although the figures only show
certain components of the apparatus and systems described
herein, 1t 1s understood that various other components may
be used in conjunction with the supply management system.
Theretore, 1t 1s to be understood that the disclosure 1s not to
be limited to the specific embodiments disclosed and that
modifications and other embodiments are intended to be
included within the scope of the appended claims. For
example, the various elements or components may be com-
bined, rearranged, or integrated 1n another system or certain
features may be omitted or not implemented. Moreover, the
steps 1n any method described above may not necessarily
occur 1n the order depicted 1n the accompanying figures, and
in some cases one or more of the steps depicted may occur
substantially simultaneously, or additional steps may be
involved. Although specific terms are employed herein, they
are used 1n a generic and descriptive sense only and not for
purposes of limitation.

What 1s claimed 1s:

1. A system for bit generation, the system comprising
decoding circuitry configured to:

receive a set of time-bin qubits over a quantum line,

invoke optical path length determination circuitry to

determine a set of optical path lengths to use for
measurement, and

measure, based on the set of optical path lengths, the set

of time-bin qubits to generate a set of bits.

2. The system of claim 1, wherein the set of optical path
lengths comprises at least a first optical path length and a
second optical path length different from the first optical
path length.

3. The system of claim 2, wherein the first optical path
length comprises a first physical length of a first optical path,
wherein the second optical path length comprises a second
physical length of a second optical path, and wherein the
first physical length and the second physical length are
different.

4. The system of claim 2, wherein the first optical path
length comprises a first temperature of a first optical path,
wherein the second optical path length comprises a second
temperature of a second optical path, and wherein the first
temperature and the second temperature are diflerent.

5. The system of claim 2, wherein the first optical path
length comprises a first portion of a first optical path
comprising a first index of refraction, wherein the second
optical path length comprises a second portion of a second
optical path comprising a second index of refraction, and
wherein the first index of refraction and the second index of
refraction are different.

6. The system of claim 2, wherein a difference between
the first optical path length and the second optical path
length 1s less than a coherence length.

7. The system of claim 1,

wherein the decoding circuitry comprises a bit manipu-

lator circuit,

wherein the decoding circuitry 1s configured to decode the

set of time-bin qubits by measuring a polarization of
cach time-bin qubit in the set of time-bin qubits, and
wherein the bit mampulator circuit 1s configured to con-
vert the measured polarization of each time-bin qubit in
the set of time-bin qubaits 1nto the generated set of bits.
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8. The system of claim 1, further comprising encoding
circuitry configured to:
generate the set of time-bin qubits based on a first optical

path length; and

transmit the set of time-bin qubits to the decoding cir-

cuitry,

wherein the determined set of optical path lengths com-

prises a second optical path length different from the
first optical path length.

9. The system of claim 8, wherein the encoding circuitry
COMprises:

a laser configured to generate light;

an attenuator or deflector optically coupled to the laser

and configured to transform the generated light mto a
series of photons; and

a Mach-Zehnder interferometer optically coupled to the

attenuator or deflector and configured to transform the
generated series of photons into the set of time-bin
qubits.

10. The system of claim 8, wherein the encoding circuitry
COmMprises:

a single photon source configured to generate a series of

photons; and
a Mach-Zehnder interferometer optically coupled to the
single photon source and configured to transform the gen-
erated series of photons into the set of time-bin qubits.

11. The system of claim 8, wherein the encoding circuitry
comprises a modulating circuit configured to generate the set
of time-bin qubits.

12. The system of claim 1, wherein the set of optical path
lengths comprises a time-dependent decoding schedule
comprising a plurality of optical path lengths respectively
corresponding to a plurality of time periods, wherein the set
of optical path lengths comprises the plurality of optical path
lengths.

13. The system of claim 1, wherein the set of optical path
lengths comprises a unit-dependent decoding schedule com-
prising a plurality of optical path lengths respectively cor-
responding to a plurality of numbers of time-bin qubits to be
measured, wherein the set of optical path lengths comprises
the plurality of optical path lengths.

14. The system of claim 1, wherein the decoding circuitry
comprises a Mach-Zehnder interferometer, and wherein the
decoding circuitry 1s further configured to:

control an optical path length of the Mach-Zehnder inter-

ferometer based on the determined set of optical path
lengths; and

measure, using the Mach-Zehnder interferometer, the set

of time-bin qubits to generate the generated set of bits.

15. The system of claim 8, wherein the encoding circuitry
comprises a first Mach-Zehnder interferometer comprising a
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first optical path length, wherein the decoding circuitry
comprises a second Mach-Zehnder interferometer compris-
ing a second optical path length different from the first
optical path length, and wherein the determined set of
optical path lengths comprises the second optical path

length.

16. The system of claim 1, wherein the decoding circuitry
1s Turther configured to:

receive a control signal indicative of an instruction to

initiate measurement based on the set of optical path
lengths; and

in response to recerving the control signal, measure the set

of time-bin qubits based on the set of optical path
lengths.

17. The system of claim 1, wherein a time-bin qubit
decoder comprises the decoding circuitry, and wherein a
separate session authentication system server device com-
prises A session authentication circuitry.

18. The system of claim 1, further comprising:

random number generation circuitry configured to gener-

ate a number based on the generated set of bits; and

session authentication circuitry configured to generate a

session key by:

setting the session key equal to the generated number,
or

using the generated number as a seed 1 a pseudo-
random number generation procedure, wherein an
output of the pseudo-random number generation
procedure comprises the session key.

19. A method for bit generation, the method comprising:

recerving, by decoding circuitry, a set of time-bin qubits

over a quantum line;

invoking optical path length determination circuitry to

determine a set of optical path lengths to use for
measurement; and

measuring, by the decoding circuitry and based on the

determined set of optical path lengths, the set of time-
bin qubits to generate a set of bits.

20. A computer program product for bit generation, the
computer program product comprising at least one non-
transitory computer-readable storage medium storing pro-
gram 1instructions that, when executed, cause an apparatus
to:

recerve a set ol time-bin qubits over a quantum line;

invoke optical path length determination circuitry to

determine a set of optical path lengths to use for
measurement; and

measure, based on the determined set of optical path

lengths, the set of time-bin qubits to generate a set of
bits.
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